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FOREWORD

Fulfilling the rights of every child for the protection against violence, abuse, exploitation and neglect presents one of the key strategic goals of Save the Children Norway South East Europe Regional Office. Realization of this goal would be impossible without merging of all available sources in the society, governmental or non governmental, with immense international support.

Regardless of which form of violence is taking place, it leaves long term consequences on the very child that will most likely result in asocial or deviant behavior which further lead to more severe forms of victimization. Building the healthy society means nourishing of mental and physical health of our youngest citizens, and ensuring the healthy and safe environment that will contribute to the normal psycho-physical development of every child represents responsibility of us adults that work within state institutions, NGO or international sector, performing parental or foster duties or guardianship and us adults as responsible human beings.               

Exploitation of children for production, distribution, possession or broadcasting pornographic materials whose participants are children, presents one of the most severe forms of child abuse. These children are victims of repeated violence through the process of very production of such material and further more through every following broadcast they feel the trauma which reduces possibility for their psychological recovery and successful reintegration in society. World statistic shows that highest degree of the suicides is present within this group and therefore it is necessary to take all the measures to unable production or broadcasting of such materials.  

Impelled by the findings of the research „Children speak out: What influences child trafficking in SEE?“ that indicate as newest and massively used methods for recruitment of children for trafficking for the purpose of sexual exploitation, threats by publishing nude photographs or explicit video materials whose participants are blackmailed children, Save the Children Norway SEE Regional Office in cooperation with the Office of the State Coordinator for Anti-trafficking in Human Beings and Illegal Immigration in B&H, felt the need and responsibility to invest necessary financial and human resources in solution of this problem in forthcoming period. Problem is even more dangerous bearing in mind that means of the mass communication overwhelmed world market, which leads to the extreme increase of possibilities of continuous victimization of children. 

We sincerely hope that this first step in which we tried to analyze existing laws and capacities for suppression of child pornography phenomenon in B&H will help in problem investigation and produce adequate recommendations that we will follow in next period so we could know, at the end of the day, that our children do live in somewhat safer world. 
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Bjorn Hagen

Director
Save the Children Norway South East Europe Regional Office           

Convention on cyber crime and additional Protocol obliges the Contracting Parties to adopt legislative and other measures necessary, so that in legislation of a state member, perpetrators of crimes against the confidentiality of the Internet and the availability of computer data and systems, crimes in connection with a computer, in connection with the content and in connection with violations of copyright and related rights can be prosecuted. With these documents, that become an integral part of the Bosnia and Herzegovina legal system, and that are appropriated for solving process issues related to the investigation and obtaining evidence, authority of police departments, court jurisdiction, extradition of the perpetrators and mutual cooperation, and the obligations of Internet service provider, all in order to efficiently fight against the spread of child pornography.  Bosnia and Herzegovina ratified Convention on cyber crime and additional Protocol on 19.05.2006. and they have entered into force on 01 09. 2006. 

In previous period from 2002 until 2007 in B&H many material and documents were prepared and published, whose primary aim was strengthening the protection of children and improving the work of relevant institutions that works with children and for children. This material “Analysis of capacity, procedures and failures in system of protection of children from child pornography in Bosnia and Herzegovina” and recommendations for development of "Model for combating child pornography in Bosnia and Herzegovina." represents a new contribution in favor of more efficient protection of children from the abuse of children in pornographic industry, especially because Bosnia and Herzegovina so far doesn’t have any published thematic material. Representatives of institutions that participated in preparation of this material began their activities by collecting information on which assessment capacity and other available resources of institutions of Bosnia and Herzegovina were presented, with the intention that this problem is near to many professionals, discuss certain issues, map out the barriers that reduce protection of children in Bosnia and Herzegovina and establish better prevention in partnership with NGOs and protection of children from child pornography. 

Starting from responsibilities of family-parents and the whole community, basic standards for protection of children “best interests of children", the fact that education and development of the child is first priority of any democratic society, and the reality that the existing technology has become an integral part of our life particularly modern communication technology, encourage with global efforts that within European area which Bosnia and Herzegovina is also part off, in this way we wanted to make contribution to the realization of a common goal that started long ago “Building Europe for children and with children.”

We thank the partner organization Save the Children Norway South East Europe Regional Office for help in implementation of this project and representatives of Ministry for Human Rights and Refugees of Bosnia and Herzegovina, Prosecutors of Bosnia and Herzegovina, Ministry of Security B&H, Interpol, Sector for IT and telecommunications systems, State Investigation and Protection Agency of Bosnia and Herzegovina, Ministry of Internal Affairs of  FB&H, the Ministry of Internal Affairs of  RS, police of Brčko District and Office of State Coordinator for combating trafficking in human beings and illegal migration. 
Samir Rizvo, State Coordinator for combating 
trafficking in human beings and illegal migration

I -  INTRODUCTION 
Development of global society is marked by new media, first of all by internet, mobile telephony, simple means for transmission and possession of data. All these media was envisaged as first as a media that will help in information exchange, facilitation of education and communication between people, but, unfortunately, they very soon they started being misused by criminals and all the people who saw their weapon in execution of their illegal actions in Internet. 

The fact is that the value of Internet as education means has been recognized for a long time due to the abundance of information. Internet has also been accepted in developing countries as technological wonder, which unfortunately, provides great possibilities for abuse of children. 

Internet has become a big industry and means by which huge amounts of money are earned, but this money in large number of cases is earned through children. 

Internet has enabled expansion of one disturbing phenomenon, which is child pornography, with a growing number of pornographic content at the web sites as a witness to that. 
Child pornography has surely become one of the most spread forms of sexual abuse of children and minors. By permanent refinement and increase of accessibility of usage of electronic means of communication, abuse of child pornography has reached immense proportions, which requires a unique system of opposition to child pornography and its prevention, at international as well as the level of Bosnia and Herzegovina. 

Foundation for fight against, prevention and punishment of this type of child and minor abuse exists in international documents which guarantee fundamental human and citizen rights, including children and minors, which represent the widest legal framework and basis for protection of guaranteed human rights and freedom of children. 

Every state, according to the rules of international law, by ratification of conventions, protocols and international treaties, commits to harmonize its laws with accepted international documents. 
Bosnia and Herzegovina has gone a step further in this way, and ensured advantage to European Convention for the Protection of Human Rights and Fundamental Freedoms in Constitution of Bosnia and Herzegovina in comparison to domestic laws and at the same time accepted more conventions that are listed in the Constitution of Bosnia and Herzegovina and in that way significantly enlarged standards of protection of human rights and freedoms. 

Protection of children from child pornography is ensured through other conventions which were ratified by the state Bosnia and Herzegovina later, and which also contain prohibitions of all kind of exploitation and abuse of children. With a purpose of development of this document, the most significant instruments that directly create commitment of the state of Bosnia and Herzegovina were taken into consideration in the sense of harmonization of positive legislation in the field of fight against child pornography. 

Considering that this is relatively new phenomena, the introductory part of this analysis explains in more details the basic characteristics of this kind of organized crime, and further text makes the analysis of “Capacity, procedures and failures in the system of protection of children from child pornography in Bosnia and Herzegovina” and gives the recommendations for development of “Model in fight against child pornography in Bosnia and Herzegovina”. 
Child pornography 
Child pornography is a global criminal activity which mostly spreads through Internet. Direct victims are children abused for production of pornographic content, and indirect victims are children who use internet and thus realize access to the content of this kind. Although in recent years there are intensified activities in finding the way for prevention of this kind of abuse of children, social communities still have not managed to establish an efficient system and measures to disable this kind of criminal activity. In recent years, by combining education, amendments of laws and development of internet safety a system for breaking child pornography and paedophilia is being established. Governments around the world are working on creating an environment in which the children will be able to define themselves and to realize their rights to normal childhood.

Children have unfortunately been a subject to psychological and physical abuse. They were sacrificed as victims for religious rituals, used as work force, soldiers and slaves in numerous societies in the past, and in some countries they are used in such way even today. In numerous cultures girls have been abused even more, as they are seen as something less human, less worth. 
Although the activities of international community and large number of states have been intensified, in contemporary society children are still faced with great danger coming from the environment that should ensure them normal and healthy upbringing. 
Internet and paedophilia 
Sexual abuse of children is a special form of abuse which leaves permanent consequences on child psychological health. Child pornography and paedophilia belong to sexual abuse related to expansion of informational and communication technologies, especially internet. Internet managed to break, by its growth and expansion, traditional communication barrier and ensured accessibility of information to every adult who owns a computer, at any time and any place in the world. Children have become the most vulnerable user group who uses the internet the most without knowing all dangers that exist in that “space”. 

It is hard to determine how much internet is spread, because it is expanding daily, and still there is no encompassing and efficient way to check all the information which exists on the net. Internet has become a global means of communication. Consequences of abuse of internet technology cannot even be perceived because there is no established efficient system of user protection. 
Internet has became a huge industry and means to earn great amounts of money, and one of the ways of acquiring profit is phenomenon known as “child pornography”. In the past few years the contents of “child pornography” are being accumulated at the internet sites, which should represent alarm to all communities to start their adequate response to this occurrence. 

What has become a part of daily life in fact is that the network of paedophilia is growing in almost all countries in the world. The number of discovered cases of paedophilia chains is growing as well, which shows how complicated and serious the problem of child pornography has become. 

In Bosnia and Herzegovina, but in other countries as well, it is apparent negation of the problem of child pornography. The public often avoids this subject as “immoral”. But this problem shall not simply disappear if “shoved in a drawer”.

Internet is a means of communication managed by people. As such, it is vulnerable and easy to abuse, and offers a great number of possibilities for its criminal abuse but also enables finding adequate technical solutions in relation to the abuse. 

Most of child abusers use internet as a media because they can get to child pornography anonymously, so the internet helped in development and spreading of paedophilia, and as such represents a means of execution of criminal offense. 

Student Mario Bara from Croatia wrote in his research paper the following: “Simple access to materials at paedophile web-sites can wrongly lead youth to conclude that there is nothing wrong in pornographic activities which include children and minors, because the children grow up in environment and trends teach them what is ‘in’, so some can wrongly assume that such content in these sites is normal. There are no more illusions, no one can deny that we are faced with serious, global problem of abuse of children over Internet.”
The basic characteristic of this criminal activity is the fact that the children are victimized in more than one way. 
Children are primarily abused physically and sexually, and then again every time when this abuse is shown in public or seen by numerous other persons. This kind of victimization can repeat itself numerous number of times with each reproduction, and it can be reproduces in limitless number of places through internet and other modern means for transfer of data. 

More than 125 million of people around the world use internet. Only on the basis of this data we can make a perception of how scary this problem is for children who are victims of child pornography. 

Child pornography is a material that can often be made by a family member and child’s acquaintance or a friend with a purpose of satisfying own sexual needs, but also for sale over internet. These persons publish and sell pictures of their children or even in some cases force them to prostitution. There are examples where associations of nudists at their web sites publish naked pictures of their family with their children included. Those pictures, although not taken for paedophile purposes, due to the parents’ negligence can be used by paedophiles as sexual stimulation. In this way parents indirectly abuse their children by exposing them to the eyes of millions of internet users. 

Who are the persons who seek their sexual satisfaction in children? 
Those persons have very little consciousness which is often a consequence of earlier trauma, and often as children themselves were abused. Disorders as superego or impulse control contribute to this occurrence. 

Adults who often changed guardians can have many difficulties in maintaining permanent and stabile relation with other adults, which can also incite the sexual violence over children. Disorder can be manifested through feeling of anxiety, distrust, insecurity, uncontrolled anger and lack of possibility to develop social relations. Persons with these disabilities often turn to children to satisfy their psycho- sexual needs. In vicinity of children they feel superior, confident because they become the ones who dominate and control someone. Persons who abuse children are usually highly or exclusively sexually oriented toward them, which does not mean that such people do not live seemingly normal family, ordinary life and often have children of their own. They can belong to al socio- economic groups and races and have higher or lower degree of education. 
Recent events have shown us that paedophiles exist and among priests and teachers and all other professions that should be dealing with education and upbringing of youth and their spiritual health. This is a proof of wrong prejudices that child abusers mostly come from poorer and lower-educated levels of society. 

Sexual abusers of children, including the ones who use internet as a means for satisfaction of their needs, belong to a category of dangerous criminals prone to recidivism. Some perpetrators realize that they made a mistake, but due to the weak control of their impulses they repeat again their visits to sites with paedophile content, or go even further to open sexual abuse of children. In order to solve this difficult problem, recidivists in some countries go through chemical or surgical castration. Degree of recidivism mostly depends on a range of factors such as: length of duration of punishment, psychological characteristics of perpetrator, method of treatment and quality of supervision after finished treatment. 

It is necessary to continue psychiatric treatment of child abusers even after imprisonment punishment finishes, with psychological, pharmacological and sociological help, considering that the process of reintegration after return to freedom is especially hard with this group of abusers. Police can notify local inhabitants about the return to freedom of former convict to reduce possibility of repeated abuse of children. But these measures can cause fear in parents, so paedophiles are often severely beaten, their property is destroyed, their employment is prevented, thus lately this method of prevention in protection of children from paedophile is avoided. 
Paedophiles try to present children as sexual beings to justify themselves for their sexual deviations and present themselves as someone normal. During the abuse they often try to show the children in the photographs as if they are smiling or have neutral facial expression and very rarely in those presentations show children with the signs of discomfort, and all that with a purpose of justifying their “good” intentions toward children. 

How to protect children? 
Parents are often mistaken when they think that if they can keep their eye on children, if they are in their home they are safe. Some parents are the happiest when they can buy a computer to a child and put it in his/her room to use it. Parents should let children see that they are interested in their activities by asking from them to show them the sites they visit. Today at the market there are so called nanny programs which deny access to sites with inappropriate content to a child without password that is created by a parent. It has to be kept in mind that possible strict prohibition can cause the opposite and increase children’s interest and make internet even more attractive. Sites that children visit can parents also see by checking the list of internet sites that were opened (history folder). 

Parents should take interest in their child’s friends met on the internet, in the same way as they know their school friends, and they should emphasize that that person is still a stranger because they can never be sure who is hiding behind a nick (nick-name) at the other side of the internet connection. They should explain that the child never say his/ hers personal information, nor information about his/her family, because they do not know what a stranger can do with them. 
Symptoms that reveal child’s exposure, possible activities of the child 
Symptoms that can reveal to the parents the possible child’s exposure to pornographic material are expressed though sexualized behaviour or knowledge about sexuality which in inadequate for that age. Well-being of a child must be the fundamental goal of every parent and they are obliged to ensure to the child, within their capabilities and financial abilities, quality of live appropriate to his/her physical, spiritual and social development. 

Of course, internet is not used only by adults but also children who more and more in their free time surf on the net, and this means that they have to be adequately protected. There are two ways in which every child can possibly come to access to or be hurt by child pornography: 

Children as accidental, unintentional bystanders by searching through internet sites, or as subjects, victims of abusers recorded on photographs or films which are then published on the net. 
Children can also be exposed to paedophilia by some form of a text, drawing or communication over chat-rooms. IRC (Internet Relay Chat) represent special threat to children, as the users hidden behind false identity (nick-name) and age come into a direct contact with them. No special computer skills are necessary, because internet enables easy simple search and easy use. Using forums (chat rooms) they search for potential victims and try to coax them into possible meeting. 
Child predators represent unparalleled kind of human malice. Paedophiles now have a possibility to come close enough to their potential victims by hiding their identity and presenting themselves as members of teenage or peer groups. They go so far to organize themselves and exchange information, in order to help each other to approach the victims. 
 In forums (online chat rooms) they discuss strategies of attracting children and their abuse and how to mislead the parents of the victims by creating false feeling of security from abusers presence in vicinity of the victim. 
It is estimated that around 24 million of children are online at any moment during a day, and big part of them meet with some of the paedophile content on internet. Paedophile groups create internet sites in which they publish information which they refer to children, where they try to convince them that the sexual relation between a child and adult is natural and normal thing. 
Myth that the world of paedophilia and child pornography is hardly accessible to children only proves delusions of society. They are capable of doing their criminal activities around the world, wherever free access to the internet exists. We live in the world where freedom of citizens, media, expression and privacy is advocated. 
This deviancy has gone so far that paedophiles request for themselves freedom of sexual expression and use internet to publish their opinions. Damaging effects on youth who come to contact with this contents are enormous and represent grave threat to their safety. 
Bosnia and Herzegovina and the problem of child pornography and paedophilia 
In Bosnia and Herzegovina the number of internet users is increasing daily.

In Bosnia and Herzegovina abuse of children or minors for pornographic purposes if criminal act as well as introducing children to pornography. 

Although there are no unified data on these acts in Bosnia and Herzegovina, on the basis of research in the countries in the region we can compare indicators which are very similar to our BiH space, and which show that out of children who use internet on regular basis age 10 to 17, every fifth child was exposed to inappropriate sexual offers. 
The biggest number of sexual messages and persuasions are received by the children age 1’ to 13 who also use internet out of home. 

It is assumed that out of the total number of these cases only 10% are reported to the police. Unfortunately, there are a lot of children who get out of intimate conversations with a stranger over the internet with feelings of guilt and traumas which will remain for years. 
According to the data from the world statistics, every fourth girl and every sixth boy experience some kind of sexual abuse. Children of pre-teenage age and teenagers age 10- 13 are most exposed to negative contents, as they are still not capable to define themselves nor they can easily make a difference between normal and unusual attitude of other grown up persons toward them. 
The most usual way of attracting children 
Paedophiles, regardless to cultural differences, education or financial status, have similar approach to children everywhere. In forums (chat rooms) they introduce themselves to children as their peers, send them jokes and funny stories in order to incite the child to more open conversation, and as conversations continue, degree of trust between them and children increases. Soon, they ask for a meeting. They question the children about their address, parents, school they attend and any other information which seems useful to get closer to those children. They make them talk about sex through jokes, and them ask the children for photographs or persuade them to take provocative photos. Often, paedophiles send to children pornographic pictures to convince them that it is something common, and that they should try the same. After seeing those pictures, children go suffer a shock, but they rarely report it to someone due to the feeling of shame and guilt created in them. Unfortunately, children are often not capable to conclude who is the person they are communicating with so the ones who are not careful easily give away their personal information which later on can lead them to a situation of becoming a victim. 
Censorship and possible protection
All around the world methods for protection of children from the content on internet that can hurt them are being searched for.  It is necessary to be very careful in these activities and to respect fundamental human rights, freedom to free communication and freedom of expression.

Most of the states are trying to respect the law on freedom of media which are guaranteed in international laws, but also most of them agree that the forms of communication which encompass crime, terrorism, racism, paedophilia and similar activities fall under the right of censorship. 
Traditional measures of censorship have not been successful so far in this new, limitless virtual environment created by internet. Persons responsible for child’s usage of internet, regardless whether they are parents, educators or teachers have to take responsibility of ensuring protection of children from unwanted contents. 

A few international conferences were held with an aim of creating so called Cyber of cybernetic police and modernization of judicial and police organs. 

The basic conclusions referred to the need of adoption of ethical laws which will be uniformly be accepted by all internet companies. Mechanism which would ensure that these laws are implemented in world of internet has not been provided. 

Most of the countries as USA call upon the laws on obligatory warnings that should appear on the screen (Are you younger than 18 years of age? If yes, click here…) which would discourage young people in searching through inappropriate sites, but the problem is that these warnings are ignored by many. 

Some of the countries provide for high fines for the ones who publish illegal material at some of the web sites, and they reach up to $ 50 000 for every day material was exposed on internet. 
The biggest barrier in installation of more aggressive mechanism of response in protection of children from pornography in cyber space is the issue and conflict about the guaranteed rights to the freedom of media. 

No one denies the right on public access to informational and educational materials, but in the mean time this right must be balanced with the rights of a child who needs to be protected from any kind of form of sexual exploitation and exposure to the negative sides of internet. 

There are different filter systems by which unwanted contents and information can be found n web sites, and special phone lines are opened to which the citizens can report unwanted contents which they encountered. Using the combination of these measures in cooperation with judicial system great results can be achieved. 

Nonetheless, parents or guardians have the biggest responsibility in upbringing and education of a child, and the best interest of the child must be their basic concern. Individual measures against paedophilia were not giving the wanted results, but after the inclusion of wider international community from the local to the highest levels, adaptation of laws, development of cybernetic police, spreading correct social and cultural values on internet and education of parents and children, it is possible to create an environment which will ensure to the children normal and healthy growing up.  
Information, education and finding the right approach to the children is maybe still the best method of their protection. 

II  ANALYSIS OF THE LEGAL FRAMEWORK WHICH APPLIES IN BIH  

2.1. International legal standards in the field of fight against child pornography in BiH  

	Convention on Cybercrime of Council of Europe

	Article 1. Definitions
For the purposes of this Convention

a    "computer system" means any device or a group of interconnected or related devices, one or more of which, pursuant to a program, performs automatic processing of data;

b    "computer data" means any representation of facts, information or concepts in a form suitable for processing in a computer system, including a program suitable to cause a computer system to perform a function;

c    "service provider" means: 

i    any public or private entity that provides to users of its service the ability to communicate by means of a computer system, and 

ii     any other entity that processes or stores computer data on behalf of such communication service or users of such service.

d    "traffic data" means any computer data relating to a communication by means of a computer system, generated by a computer system that formed a part in the chain of communication, indicating the communication’s origin, destination, route, time, date, size, duration, or type of underlying service.





	Comment 

	European Convention on Cybercrime
 has a special place regarding protection of children from pornography. 

Convention on Cybercrime of the Council of Europe is the biggest, most encompassing and the most quality European document on such kind of crime. This convention is represented as international- legal instrument which regulates for the firs time the problems related to usage and transfer of information and data over informational and telecommunication systems, and contains complete definitions which explain what the informational systems are and data which are transferred by them and used. 

“Sex industries” at the global but also national level earn millions, and a significant part of that comes from child pornography which is spread and sold through the internet, but also some other means of communication. 
This special form of child abuse is more and more represented, and researches say that the child pornography on web sites is in constant growth. 

The reason for this is probably the fact that the internet as a medium represents a means through which a person can in complete anonymity get access to the child pornography, publish it and spread it. 

Sexual abusers of children, including the ones who use the internet as a means of satisfying their needs, surely make a category of dangerous criminals prone to recidivism and who are much harder to identify in countries without developed technical and human resources for the fight against this kind of crime. 

.

	Convention on Cybercrime of CoE - Article 9 Offences related to child pornography 

	1    Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under its domestic law, when committed intentionally and without right, the following conduct:

a     producing child pornography for the purpose of its distribution through a computer system;

b     offering or making available child pornography through a computer system;

c     distributing or transmitting child pornography through a computer system;

d     procuring child pornography through a computer system for oneself or for another person;

e     possessing child pornography in a computer system or on a computer-data storage medium.

2.   For the purpose of paragraph 1 above, the term "child pornography" shall include pornographic material that visually depicts:

a     a minor engaged in sexually explicit conduct;

b     a person appearing to be a minor engaged in sexually explicit conduct;

c     realistic images representing a minor engaged in sexually explicit conduct.

3.   For the purpose of paragraph 2 above, the term "minor" shall include all persons under 18 years of age. A Party may, however, require a lower age-limit, which shall be not less than 16 years.

4.   Each Party may reserve the right not to apply, in whole or in part, paragraphs 1, sub-paragraphs d. and e, and 2, sub-paragraphs b. and c.


	Comment 

	The Constitution of BiH and entity Constitutions (Federation BiH and Republic of Srpska) include obligations of implementation of international standards in accordance with the Conventions ratified by Bosnia and Herzegovina.

In conformity with the constitutional provisions all the laws adopted in Bosnia and Herzegovina obligatorily have to include standards established by the mentioned Convention and the Protocols, and even the new one, which we became members of recently. 

Convention on Cybercrime, more exactly Article 9, emphasises the obligation of the member state to include the criminal offences in their laws as a special category of criminal offences, which has been done within the framework of criminal codes applied in Bosnia and Herzegovina. This convention has determined and set up completely new unique standard which is not completely included in the content of the law which is implemented in BiH. Convention clearly emphasizes that the state has to determine criminal offences for: 
1) producing child pornography for the purpose of its distribution through a computer system;
2) offering or making available child pornography through a computer system;
3) distributing or transmitting child pornography through a computer system;
4) procuring child pornography through a computer system for oneself or for another person;
5) possessing child pornography in a computer system or on a computer-data storage medium;



International instruments that BiH is expecting to access: 
In the following period Bosnia and Herzegovina should join Council of Europe Convention on the Protection of Children against Sexual Exploitation and Sexual Abuse with a purpose of completing the system of children protection from any form of sexual abuse and exploitation. 

It is also important to emphasize earlier accepted international standards contained within the framework of: Convention on the Rights of the Child from 1989 (taken over by a succession by BiH). 

It is an elementary international instrument which establishes, itemizes and recognizes specific rights of the child and by which the member signatories of the convention are obliged to harmonize their laws in order to recognize these rights and to protect the rights of the child from this list, and institutionally enable enjoyment and protection of these rights in their states. 
As a starting foundation for advancement of the system of children protection from any kind of sexual abuse and exploitation we use other international documents:

· Optional Protocol to the Convention on the Rights of the Child on the Sale of Children, Child prostitution, and Child Pornography (Official Gazette BiH- International Contracts, No, 5/02)
· Protocol to Prevent, Suppress and Punish Trafficking in Persons, especially women and children, which supplements the UN Convention against Transnational Organized Crime
;

· European Convention against Trafficking in Human Beings 
.

Optional Protocol to the Convention on the Rights of the Child on the Sale of Children, Child Prostitution, and Child Pornography from 2000 (BiH ratified it in 2002)
This is the most significant international document regarding sale of children, child prostitution and child pornography. Considering that Bosnia and Herzegovina ratified it, and committed to harmonize its legislation with this protocol and according to the articles of this protocol it is obligatory to state whether this harmonization exists. More will be said about this after presentation of the existing national legal framework. 

2.2. Domestic legal standards in the field of the fight against child pornography in BiH 
Criminal legislation 
The basic form of protection of children from pornography as organized criminal activity is contained within criminal codes applied in BiH. Criminal offences which are directly related to the “child pornography” are established by entity criminal legislation. These laws contain to forms of criminal offenses (Criminal Codes of FBiH, RS, and District Brčko BiH), and they are under jurisdiction of cantonal and regional prosecutors’ offices in BiH, and public prosecutor’s office of District Brčko BiH. 
	Criminal Code of  Brčko District of Bosnia and Herzegovina 

	Article 208. Abuse of a Child or Juvenile for Pornography
(1) Whoever records a child or a minor for producing photographs, audio-visual materials or other objects with pornographic content, or owns, imports, sells, distributes or shows such material, or induces those persons participate in pornographic shows, shall be punished by imprisonment sentence for a term between  one to five years. 
Items that meant or used for the perpetration of the criminal offence referred to in paragrpah 1 of this Article shall be forfeited, and the items produces during perpetration of the criminal offence referred to in  paragraph 1 of this Article shal be forfeited and destroyed. 
Article 209 Introducing Pornography to a Child
(1) Whoever sells, shows or renders available through a public display or in any other way writings, pictures, audio-visual and other objects containing pornography to a child, or whoever shows him a pornographic show, shall be punished by a fine or imprisonment for a term not exceeding one year.
(2) The items referred to paragraph 1 of this Article shall be forfeited.

	Criminal Code of Republic of Srpska 

	Article 199 Abusing Children and Juveniles for Pornographic Purpose
(1) Whoever abuses a child or a juvenile for the purpose of making pictures, audio-visual material or other objects of pornographic content, or abuses a child or a juvenile for a pornographic show,

shall be punished with imprisonment term ranging between six months and five years.

(2) The items and means from paragraph 1 shall be forfeited.

Article 200 Producing and Showing Children Pornography
(1) Whoever offers, distributes, , shows or renders available through a public display or in any other way writings, pictures, audio-visual and other objects containing children pornography or whoever for that purpose produces, acquires or keeps such materials, or whoever shows a children pornographic show                                                                                                                            shall be fined or punished by imprisonment not exceeding one year.
(2) If a juvenile under 16 years of age has been involved in committing the offense described under paragraph 1 of this article, the perpetrator                                                                                         shall be punished by imprisonment term not exceeding three years.

(3) If the offenses described under paragraphs above have been committed through the means of public information or through internet, the perpetrator                                                                   shall be punished with imprisonment term ranging between six months and five years. 

     (4)  For the purposes of this provision, children pornography denominates all pornographic material  visually showing:

a. a child or a juvenile engaged in apparently sexual behavior, and 
b. realistic pictures presenting a child or a juvenile engaged in obvious sexual behavior.

(5) Items and means referred to in paragraphs 1 and 2 of this Article shall be confiscated 


	Criminal Code of Federation BiH

	Article 211. Abuse of a Child or Juvenile for Pornography
(1) Whoever photographs or films a child or juvenile with an aim of developing photographs, audio-visual tapes or other pornographic materials, or possesses or imports or sells or deals in or projects such material, or induces such persons to play in pornographic shows, 

          shall be punished by imprisonment for a term between one and five years.

(2) Items meant or used for the perpetration of criminal offence referred to in paragraph 1 of this Article shall be forfeited and the items produced by the perpetration of criminal offence referred to in paragraph 1 shall be forfeited and destroyed.

Article 212 Introducing Pornography to a Child
(1) Whoever sells, shows or renders available through a public display or in any other way writings, pictures, audio-visual and other objects containing pornography to a child, or whoever shows him a pornographic show,

      shall be punished by a fine or imprisonment for a term not exceeding one year.

(2)  The items referred to paragraph 1 of this Article shall be forfeited

	COMMENT

	Within the existing criminal offences in BiH laws defining child pornography the age of the child is not harmonized in the same manner with the age determined within Convention on Cybercrime in the Article 9 where the lowest stipulated age of a child is up to 16 years of age 

Definitions of criminal offences which regulated illegal treatment of children regarding “child pornography” are recognized within two articles of the law:

· when a child is a victim of abuse for pornography

· when a child is a victim for introducing pornographic content to him/her.  

regarding definition of a child and juvenile as it is stipulated by a definition of a juvenile in criminal legislation of BiH.  
Apart from definitions which explicitly define criminal offences regarding pornography there is a criminal offence which indirectly can be connected to criminal offences of pornography, and which exist within all criminal codes. (CCBiH, CCRS, CCFBiH, CCDB)
Unauthorized  snimanje slike – unauthorized photographing– unauthorized optical recording:

CC BIH   Article 189 Unauthorized optical recording
(1) Whoever takes a photograph, film or other recording of another person in his personal premises without that person's consent, or who directly passes on or displays such a recording to a third person or enables the third person in some other way to have an access to the photograph, 

shall be shall be punished by a fine or imprisonment for a term not exceeding three years.

(2) An official person, who perpetrates the criminal offence referred to in paragraph 1 of this Article in the execution of duty, 

shall be punished by imprisonment for a term between six months and five years.

(3) Whoever records a child with an aim of developing photographs, audio-visual material or other pornographic materials or who possesses or imports or sells or deals in or projects such material, 

shall be punished by imprisonment for a term between one and five years.

(4) Items meant or used for the perpetration of criminal offence referred to in paragraphs 1 and 3 of this Article shall be forfeited and items produced by the perpetration of criminal offence referred to in paragraphs 1 and 3 shall be forfeited and destroyed.

CCRS - Unauthorized Photographing- Article 175 
(1) Whoever takes a photograph, film or another visual recording of another person or his/her personal premises without that person's consent, violating thereby his privacy substantially, or who passes on or displays such a photograph to a third person or enables the third person in some other way to have an access to the photograph,

            shall be fined or punished by imprisonment term not exceeding one year.
(2) If the offense described in paragraph 1. of this article is committed by an official abusing his duty or authority, the perpetrator, shall be punished by imprisonment not exceeding three years.
CC OF THE BRČKO DISTRICT BiH – Unauthorized Optical Recording - Article 186

(1) Whoever takes a photograph, film or another visual recording of another person or his/her personal premises without that person's consent, or who displays such a photograph to a third person or enables the third person in some other way to have an access to the photograph,

shall be fined or punished by imprisonment term not exceeding one year.

(2) An official person who perpetrates the criminal offence referred in the paragraph 1 of this Article during execution of duties,  
shall be punished by imprisonment in term between six months and five years.
(3) Whoever photographs or films a child or juvenile with an aim of developing photographs, audio-visual tapes or other pornographic materials, 
shall be punished by imprisonment term between one and five years. 
(4) Items meant and used for perpetration of criminal offence referred to in paragraphs 1 and 3 of this Article shall be forfeited, and the items the items produced by the perpetration of criminal offence referred to in paragraphs 1 and 3 of this Article shall be forfeited and destroyed.   

Definitions that exist in BiH laws are not precise and define “child pornography” in different manner, which has as a consequence different understanding of criminal offence of abuse of children and minors for pornographic purposes. For example: 

1.  In CCRS abuse of children and juveniles for pornography exists when a child or minor is abused: 

- for making photographs, audio- visual materials and other items of pornographic content. 

- for pornographic show. 
2. In  CCFBiH and CCBDBiH abuse of a child and minor for pornography exists when a child or a minor:  

- is recorded for making photographs or audio-visual materials or other items with pornographic content… 

- owns or imports or sells or distributes or displays such material 
- or induces to participation in pornographic show in CC BD
Criminal codes in BiH define production and presentation of child pornography in different ways, or introducing a child to pornography. According to CCRS who: 
- offers
- distributes 

- displays (by public display or some other way makes documents, photographs, audio- visual or other items representing child pornography available);

- whoever for that purpose produces, procures, keeps or presents child pornographic show (intent of further distribution must be proved) 
Within this definition, apart from distinguishing the age of the child and the fact that the criminal offence is perpetrated through means of public information or by internet, notion of child pornography is defined as well, or what belongs to the materials containing child pornography: 

· Child or juvenile who is a participant to apparent sexual behaviour  

· Realistic image presenting a child or a minor who participates in apparent sexual behaviour.  

In CCFBIH and CCBD the very name of this criminal offence is different, which is introduction of pornography to a child, which means: 
· Sale of pornographic content to a child
· Presentation or public display, or making available documents, photography, audio-visual or other items with pornographic content to a child,

· Exhibition of pornographic show to a child,  

When the manner of perpetration of criminal offence is concerned, both possibilities are included:

· through informational communication technologies
· classical way

	Example from the practice: 
Legal solutions in Bosnia and Herzegovina from the aspect of police work and proving of existence of criminal offence are not unified, because they do not contain in the body of a criminal offence (CCRS) possession as an element of criminal responsibility, which exists in CC FBiH, where for proving the same criminal offence it is necessary only to prove that someone owns the material which represents child pornography. The organs of law implementation in RS encountered this problem during the execution of “SLEDGEHAMMER” operation, and in relation to the Article 200 of CCRS. The operation was parallely taken up in Republic of Srpska and Federation of BiH, based on Interpol information. The subject operation was conducted in FBiH without major problems until the last phase of work (disputable IP addresses were determined), but the lack of technical means caused discontinuance of the operation. While in RS the legal provisions appeared as a main barrier in realization of the subject operation. Ministry of Inner Affairs of RS, in agreement with the Prosecutor’s Office was forced to discontinue the work on this project due to the simple reason that according to the existing CC RS is necessary to prove that from some computer system the material in question was sent to some other user, in contrast to CCFBiH where it is necessary to prove the possession of the materials that represent child pornography. 


From the above mentioned criminal and legal norms we can see that the most of the methods of perpetration of criminal offences considered “child pornography” is encompassed in criminal legislation of Bih, but that the criminal norms in entity laws are not completely harmonized, so the same have not completely incorporated Optional Protocol to the United Nations Conventions on the Rights of a Child, sale of children, child prostitution and child pornography. 

 Namely, as the concepts are starting foundation for understanding and interpreting of characteristics of a criminal offence, right from the beginning it should be mentioned that concepts “minor” and “child” are specifically and clearly defined in CC BiH (Article 1, par. 10 and 11), CC FBiH (Article 2, p. 10 and 9), CC BD BiH (Article 2, p. 10 and 9) while in CC of RS these concepts are not defined. 

Everything that belongs to the concept of “child pornography” is explicitly regulated in the Article 200, paragraph 4 of CC of RS, similarly to the definition from the Convention on Cybercrime, Article 9, paragraph 2, giving that the item b) from this Article of the Convention is not taken, which says: “"child pornography" shall include pornographic material that visually depicts a person appearing to be a minor engaged in sexually explicit conduct.“
This part of definition opens a possibility of protection of persons whose appearance and mental development do not express that they are over 18 years old, considering that according to the laws in BiH full age is at 18 years of age. 
CC FBiH and CC BD BiH essentially have equally set up criminal protection in Articles 211 and 208 named: “Abuse of a Child or Juvenile for Pornography”.
This criminal offence incriminates actions of abuse of children and minors for production of pornographic materials and performance of pornographic show, or action of making such materials available to the wider audience. In CC of RS this incrimination is provided in two articles, Article 199 “Abusing Children and Juveniles for Pornographic Purpose” which incriminates abuse of children and minors for production of different pornographic materials and performance of pornographic show, while the Article 200 “Production and Showing Children Pornography” incriminates the action of making such materials available to the wider audience. 
In CC FBiH Article 212 and in CC of Brčko District Article 209 incriminate the action by which the children are sold, shown or publicly displayed or in some other manner made available pornographic material of any kind. Hence, this is about familiarizing the child or a person up to 14 years of age with any kind of material with pornographic contents, who appears as passive subject of an act. 
Article 1 of the Optional Protocol to the United Nation Convention of the Rights of a Child, sale of children, child prostitution and child pornography (hereinafter: the Protocol) it is regulated that the contracting states shall prohibit the sale of children, child prostitution and child pornography as envisaged by the Protocol. Bosnia and Herzegovina has committed to prohibit child pornography in a manner and terms as defined in the Protocol. 

Article 2, paragraph 1, item c) of the Protocol literally gives the concept of child pornography as stated: “Child pornography means any representation, by whatever means, of a child engaged in real or simulated explicit sexual activities or any representation of the sexual parts of a child for primarily sexual purposes.“
Hence, in criminal legislation of Bosnia and Herzegovina it is necessary to include definition of child pornography. Defining of “child pornography” in the widest sense offers greater possibility of protection of children from this kind of exploitation. More encompassing definition enables more encompassing criminal legal norm, as it is stated by the Article 2, paragraph 1, item c) of the Protocol by which any means of representation, by whatever means (which means that it encompasses all methods and tools, including IT system), is considered perpetration of this criminal offence. 
Article 3, paragraph 1, item c) of the Protocol also itemizes the actions of perpetration of this criminal act, which are producing, distributing, disseminating, importing, exporting, offering, selling or possessing for the above purposes child pornography production, distribution, but according to the definition of the same given in the Article 2 of the Protocol. 
It is important to add that the complete Protocol relies on a definition of child pornography in the Article 2 which is additional argument for entering of this term into a criminal legislation of BiH. The actions of perpetration are provided in the criminal codes in Bosnia and Herzegovina, which we mentioned in the previous part.  

Article 3, paragraph 3 of the Protocol has committed all contracting states to incriminate such illegal activities by appropriate punishments which take into consideration their grave nature. 

CC FBiH and CC BD BiH stipulate for this criminal offence punishment of imprisonment in term between one and five years, while CC of RS stipulates for distribution, public presentation or making child pornography publicly accessible fine or imprisonment term not exceeding one year. If the act is done toward a person younger than 16 years of age, hence the subject of protection is a juvenile younger than 16 years of age, imprisonment term not exceeding three years is stipulated, and in cases when the child pornography is made available to public through the means of public information or through internet, imprisonment punishment ranging between six months and five years is stipulated. If minimal sentences are considered than one might say that more severe punishments are stipulated in FBiH and Brčko District, considering that the minimal punishment is imprisonment sentence in duration of one year. But if we consider the maximal prescribed punishment, it does not exceed five years of imprisonment sentence in criminal codes BiH, which is not adequate punishment from the aspect of graveness of these criminal offences and significance of protection of the subject, and within the meaning of the Article 3, paragraph 3 of the Protocol, which foresees that the maximal imprisonment sentence should be in duration of 10 years. 
When considering the provision of the Protocol from the articles 4, 5, 6 and 7 which refer to extradition, taking over the persecution and legal assistance, Bosnia and Herzegovina ratified the European Convention on Extradition, taking over the persecution and mutual legal assistance in criminal matters,
  as well as the second additional protocol
 according to which it acts. At the moment a draft of the Law on International Legal Assistance is being made, and it is possible that the provisions of this material provided in the Criminal Procedure Law shall be modified. Anyhow, some specificities related to the child pornography can be imbedded in this law, which can also be on of the proposals made in this document. 

In comparison, Criminal Code of Republic of Croatia contains identical criminal provisions with identical stipulated punishments as they are prescribed by the CC of FBiH and Cc of BD BiH. 
Process legislation 
When discussing process legislation, processing of the perpetrators of these criminal offences is done in the entities according to the entity criminal procedure law, which essential regulate this subject in identical manner. Giving that the victims of these criminal offences are children and minors, special provisions from Criminal Procedure Code (ZKP) in Bosnia and Herzegovina are applied to them. For example some provisions of ZKP are provided below by which the interests of children and juveniles are protected in the criminal procedure, and which are in accordance with the provisions of the Protocol and relate to the procedure itself and protection of minors and children in the same. 
Article 99 Recording of the Examination of Witnesses with Audio- Visual Equipment 
The examination of witnesses may be recorded on audio-visual equipment at all stages in the proceedings. The examination must be recorded in case of minors under sixteen  years of age who were injured by the criminal offense, and if there are grounds to fear that the witness cannot be examined at the main trial

Article 81 Summons to Examine Witnesses 

(2) The Prosecutor or the Court shall serve the writ of summons. Any summoning of a minor under 16 as the witness shall be done through the parents or legal representative, except for the cases where this is not possible due to a need to act urgently, or other circumstances.

Article 82 Persons Not To Be Heard As Witnesses 

 (d) A minor who, in view of his age and mental development, is unable to comprehend the importance of his privilege not to testify. 
Article 86  Course of the Examination of a Witness 

(5) It shall not be allowed to ask an injured party about his sexual experience prior to commission of the criminal offense and if such a question has already been posed, the Court decision cannot be based on such statement. 

(6) Given age, physical and mental condition, or other justified reasons the witness may be examined using technical means for transferring image and sound in such manner as to permit the parties and the defense attorney to ask questions although not in the same room as the witness. An expert person may be assigned for the purpose of the examination. 

Article 89 Individuals who may not take the Oath or Affirmation

The individuals who may not take the oath or affirmation are persons who are minors at the time of examination, those for whom it has been proved that there is a grounded suspicion that they have committed or participated in commission of an offense for which they are being examined or those who due to their mental condition are unable to comprehend the importance of the oath or affirmation. 

Article 90 Recording of the Examination of Witnesses

The examination of witnesses may be recorded on audio-visual equipment at all stages in the proceedings. It must be recorded in case of minors under sixteen (16) years of age who were injured by the offense, and if there are grounds to fear that the witness cannot be examined at the main trial.

Article 235 Exclusion of the Public

From the opening to the end of the main trial, the judge or the Panel of judges may at any time, ex officio or on motion of the parties and the defense attorney, but always after hearing the parties and the defense attorney, exclude the public for the entire main trial or a part of it if that is in the interest of the national security, or if it is necessary to preserve a national, military, official or important business secret, if it is to protect the public peace and order, to preserve morality in the democratic society, to protect the personal and intimate life of the accused or the injured or to protect the interest of a minor or a witness.

Article 236 Persons to Whom Exclusion of the Public Is Not Applicable
(3) The judge or the Panel of judges shall warn persons attending the main trial closed to public that they must keep in secret everything they learn at the main trial and shall warn them that it is a criminal offense to disclose such information.
Apart from these benefits provided by CPC, and considering that the victims, or passive subject of perpetration of criminal offences children and minors, entity laws are applied on protection of witness under a threat and endangered witnesses, by which children and minors are also given possibility of different types of protection. In comparison to the neighbouring countries in the region, none of them has such developed degree of witness protection, as in Bosnia and Herzegovina. 

Witness protection 

This law regulates measures which ensure protection of witnesses under threat and vulnerable witnesses in criminal proceedings lead by the Court of Bosnia and Herzegovina or the main prosecutor of Bosnia and Herzegovina. 
Law provides definition of a witness under threat, vulnerable witness, and protected witness. The Court decides on protection of witness. 
Measures of witness protection:

· Access to psychological and social assistance and professional help

· Change of order of presentation of evidence at the main trial 

· control over the manner of the examination of witnesses by a Judge or presiding Judge by asking questions directly on behalf of the parties and the defence attorney

· Testimony by using technical means for transferring image and sound 
· Removal of the accused
· Exception from the imminent presentation of evidence 
· Limitation of the right of an accused and his defense attorney to inspect files and documentation 

· Additional measures to provide for the anonymity of a witness

Entities and Brčko District BiH have the same laws harmonized with the state law.

	Law on Witness Protection enables special protection of children considering that the Article 3, paragraph 3 of the Law as well as the Article 3 of entity laws determined that a minor, a child is considered a vulnerable witness by which it is enabled a special treatment of the minors, also in the context of human trafficking and child pornography. 

Victims of human trafficking and child pornography can be included in the program of witness protection which as a rule depends – as in the other cases- on Court decision and Prosecutor’s explanation. 


Abuse of computer data and programs 
Abuse of computer data and programs in Bosnia and Herzegovina is not unknown criminal offence. The most wide spread example is certainly mass piracy and unauthorized distribution of intellectual property in the form of software and many other contents, due to which Bosnia and Herzegovina is characterized as a “country without the original” by many. 
Our country was on the margins of the events in relation to the world extensive market of information technology, and we were especially behind in legal regulation of problems and occurrences which relate to the usage of that technology. 

“Rate of software piracy in Bosnia and Herzegovina in 2007 was 68% and industries estimated the loss in the amount of 13 million of USD, which points to necessity to continue with development of responsibility with companies and individuals, as well as enabling institutions competent for law implementation to create numerous additional advantages for consumers and companies, but as a society as a whole regarding computer data and other electronic contents.  
In Bosnia and Herzegovina, the process of establishment of modern legal basis for protection of rights of intellectual property shall most probably be finalized at the end of 2009, while strengthening of institution capacity for protection of rights of intellectual property shall last much longer. 

When discussing this type of crime where the victims are mostly children, it can be stated that in Bosnia and Herzegovina at this moment there is no specialized department for fight against cyber crime and other kinds of information “misdeeds”, so we practically start from the beginning. 

Legal framework for Bosnia and Herzegovina is practically created due to the Convention on Cybercrime which is in force and which contains special chapters that relate to: 
Illegal access- Article 2  
Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under its domestic law, when committed intentionally, the access to the whole or any part of a computer system without right. A Party may require that the offence be committed by infringing security measures, with the intent of obtaining computer data or other dishonest intent, or in relation to a computer system that is connected to another computer system. 

Illegal interception - Article 3 
Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under its domestic law, when committed intentionally, the interception without right, made by technical means, of non-public transmissions of computer data to, from or within a computer system, including electromagnetic emissions from a computer system carrying such computer data. A Party may require that the offence be committed with dishonest intent, or in relation to a computer system that is connected to another computer system

Data interference - Article 4
1    Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under its domestic law, when committed intentionally, the damaging, deletion, deterioration, alteration or suppression of computer data without right.

2    A Party may reserve the right to require that the conduct described in paragraph 1 result in serious harm.

System interference –Article 5
Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under its domestic law, when committed intentionally, the serious hindering without right of the functioning of a computer system by inputting, transmitting, damaging, deleting, deteriorating, altering or suppressing computer data

Misuse of devices – Article  6. 
 1    Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under its domestic law, when committed intentionally and without right:

a     the production, sale, procurement for use, import, distribution or otherwise making available of: 

i    a device, including a computer program, designed or adapted primarily for the purpose of committing any of the offences established in accordance with Articles 2 through 5;

ii    a computer password, access code, or similar data by which the whole or any part of a computer system is capable of being accessed,

with intent that it be used for the purpose of committing any of the offences established in Articles 2 through 5; and 

b     the possession of an item referred to in paragraphs a.i or ii above, with intent that it be used for the purpose of committing any of the offences established in Articles 2 through 5. A Party may require by law that a number of such items be possessed before criminal liability attaches. 

2    This article shall not be interpreted as imposing criminal liability where the production, sale, procurement for use, import, distribution or otherwise making available or possession referred to in paragraph 1 of this article is not for the purpose of committing an offence established in accordance with Articles 2 through 5 of this Convention, such as for the authorised testing or protection of a computer system.

3    Each Party may reserve the right not to apply paragraph 1 of this article, provided that the reservation does not concern the sale, distribution or otherwise making available of the items referred to in paragraph 1 a.ii of this article.


 Computer-related forgery - Article 7
Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under its domestic law, when committed intentionally and without right, the input, alteration, deletion, or suppression of computer data, resulting in inauthentic data with the intent that it be considered or acted upon for legal purposes as if it were authentic, regardless whether or not the data is directly readable and intelligible. A Party may require an intent to defraud, or similar dishonest intent, before criminal liability attaches.

Computer related fraud - Article 8
Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under its domestic law, when committed intentionally and without right, the causing of a loss of property to another person by:

a     any input, alteration, deletion or suppression of computer data,

b     any interference with the functioning of a computer system,
with fraudulent or dishonest intent of procuring, without right, an economic benefit for oneself or for another person

Criminal offences against the system of electronic processing of data in BiH laws 
In relation to the content of this part of the Convention on the Cybercrime within criminal laws which are applied in BiH we notice the following provisions by which the following kind of criminal offences are prohibited: 
CC of FBiH within Chapter 32 contains Criminal Offences against Electronic Data Processing System 
Article 393 Damaging Computer Data and Programs

(1) Whoever damages, alters, deletes, destroys or in some other way renders useless or unavailable computer data or computer programs of another, 

shall be punished by a fine or imprisonment for a term not exceeding one year.

(2) Whoever, despite the protective measures, access without authorisation the computer data or programs or intercepts their transmission without authorisation, 

shall be punished by a fine or imprisonment for a term not exceeding three years. 

(3) The punishment referred to in paragraph 2 of this Article shall be imposed on whoever disables or renders more difficult the work or use of computer system, computer data or programs or computer communication.

(4) If the criminal offence referred to in paragraphs 1 through 3 of this Article is perpetrated in regard to computer system, datum or program of the governmental body, public service, public institution or business enterprise of special public interest, or if a considerable damage is caused, the perpetrator

shall be punished by imprisonment for a term between three months and five years.

(5) Whoever, without authorisation, manufactures, supplies, sells, possesses or makes available to another special devices, means, computer programs or computer data created for or adjusted for the perpetration of criminal offence referred to in paragraphs 1 through 3 of this Article, 

shall be punished by a fine or imprisonment for term not exceeding three years. 

(6) Special devices, means, computer programs or data created, used or adjusted for the perpetration of criminal offences, by which the criminal offence referred to in paragraphs 1 through 3 of this Article is perpetrated, shall be forfeited.

Article 394 Computer Forgery
(1) Whoever, without authorisation, produces, enters, alters, deletes or renders useless computer data or programs that are of value for the legal relations, with an aim of using them as genuine, or uses such data or programs himself, 

shall be punished by a fine or imprisonment for a term not exceeding three years. 

(2) If the criminal offence referred to in paragraph 1 of this Article is perpetrated in regard to computer data or programs of the governmental body, public service, public institution or business enterprise of special public interest, or if a considerable damage is caused, the perpetrator

shall be punished by imprisonment for a term between three months and five years. 

(3) Whoever, without authorisation, produces, supplies, sells, possesses or makes available to another special devices, means, computer programs or computer data created for or adjusted for the perpetration of criminal offence referred to in paragraphs 1 and 2 of this Article, 

shall be punished by a fine or imprisonment for a term not exceeding three years. 

(4) Special devices, means, computer programs or data created, used or adjusted for the perpetration of criminal offences, by which the criminal offence referred to in paragraphs 1 and 2 of this Article is perpetrated, shall be forfeited.

Article 395 Computer Fraud

(1) Whoever, without authorisation, enters, damages, alters or conceals computer data or program or otherwise influences the result of the electronic data processing with an aim of acquiring unlawful material gain for himself or for another, and thus causes material damage to somebody else, 

shall be punished by imprisonment for a term between six months and five years. 

(2) If, by the criminal offence referred to in paragraph 1 of this Article, a material gain exceeding 10.000 KM is acquired, the perpetrator 

shall be punished by imprisonment for a term between two and ten years. 

(3) If, by the criminal offence referred to in paragraph 1 of this Article, a material gain exceeding 50.000 KM is acquired, the perpetrator 

shall be punished by imprisonment for a term between two and twelve years. 

(4) Whoever perpetrates the criminal offence referred to in paragraph 1 of this Article only with an aim of causing damage to another, 

shall be punished by a fine or imprisonment for a term not exceeding three years. 

Article 396 Disturbing the Work of the Electronic Data Processing System and Network

Whoever, by an unauthorised access to the electronic data processing system or network, causes the stoppage or disturbance of the work of such system or network, 

shall be punished by a fine or imprisonment for a term not exceeding three years. 
Article 397 Unauthorised Access to the Electronic Data Processing Protected System and Network

(1) Whoever, without authorisation, logs on the electronic data processing system or network, by violating the protective measures, 

shall be punished by a fine or imprisonment for a term not exceeding one year. 

(2) Whoever uses a datum obtained in the manner referred to in paragraph 1 of this Article, 

shall be punished by imprisonment for a term not exceeding three years. 

(3) If, by the criminal offence referred to in paragraph 2 of this Article, serious consequences to another are caused, the perpetrator

shall be punished by imprisonment for a term between six months and five years. 

Article 398 Computer sabotage 

Whoever enters, alters, deletes or conceals a computer datum or program or in any other manner interferes in the computer system, or destroys or damages devices for the electronic data processing with an aim of disabling or considerably disturbing the process of electronic data processing important to the governmental bodies, public services, public institutions, business enterprises or other legal persons of special public interest, and thereby causes damage exceeding 500.000 KM,

shall be punished by imprisonment for a term between one and eight years. 

CCBiH BD also within the Chapter 32 contains Criminal Offences against Electronic Data Processing System 
Damaging Computer Data and Programs - Article 387
(1) Whoever damages, alters, deletes, destroys or in some other way renders useless or unavailable computer data or computer programs of another, 

shall be punished by a fine or imprisonment for a term not exceeding one year.

 (2) Whoever, despite the protective measures, access without authorisation the computer data or programs or intercepts their transmission without authorisation, 

shall be punished by a fine or imprisonment for a term not exceeding three years. 

The punishment referred to in paragraph 2 of this Article shall be imposed on whoever disables or renders more difficult the work or use of computer system, computer data or programs or computer communication.

 (3) If the criminal offence referred to in paragraphs 1 through 3 of this Article is perpetrated in regard to computer system, data or program of the governmental body, public service, public institution or business enterprise of special public interest, or if a considerable damage is caused, the perpetrator

shall be punished by imprisonment for a term between three months and five years.

 (4) Whoever, without authorisation, manufactures, supplies, sells, possesses or makes available to another special devices, means, computer programs or computer data created for or adjusted for the perpetration of criminal offence referred to in paragraphs 1 through 3 of this Article, 

shall be punished by a fine or imprisonment for term not exceeding three years

 (5) Special devices, means, computer programs or data created, used or adjusted for the perpetration of criminal offences, by which the criminal offence referred to in paragraphs 1 through 3 of this Article is perpetrated, shall be forfeited. 

Computer forgery - Article 388
(1) Whoever, without authorisation, produces, enters, alters, deletes or renders useless computer data or programs that are of value for the legal relations, with an aim of using them as genuine, or uses such data or programs himself, 

shall be punished by a fine or imprisonment for a term not exceeding three years. 

(2) If the criminal offence referred to in paragraph 1 of this Article is perpetrated in regard to computer data or programs of the governmental body, public service, public institution or business enterprise of special public interest, or if a considerable damage is caused, the perpetrator

shall be punished by imprisonment for a term between three months and five years. 

(3) Whoever, without authorisation, produces, supplies, sells, possesses or makes available to another special devices, means, computer programs or computer data created for or adjusted for the perpetration of criminal offence referred to in paragraphs 1 and 2 of this Article, 

shall be punished by a fine or imprisonment for a term not exceeding three years. 

(4) Special devices, means, computer programs or data created, used or adjusted for the perpetration of criminal offences, by which the criminal offence referred to in paragraphs 1 and 2 of this Article is perpetrated, shall be forfeited.

Computer fraud - Article 389
(1) Whoever, without authorisation, enters, damages, alters or conceals computer datum or program or otherwise influences the result of the electronic data processing with an aim of acquiring unlawful material gain for himself or for another, and thus causes material damage to somebody else, 

shall be punished by imprisonment for a term between six months and five years. 

(2) If, by the criminal offence referred to in paragraph 1 of this Article, a material gain exceeding 10.000 KM is acquired, the perpetrator 

shall be punished by imprisonment for a term between two and ten years. 

(3) If, by the criminal offence referred to in paragraph 1 of this Article, a material gain exceeding 50.000 KM is acquired, the perpetrator 

shall be punished by imprisonment for a term between two and twelve years. 

(4) Whoever perpetrates the criminal offence referred to in paragraph 1 of this Article only with an aim of causing damage to another, 

shall be punished by a fine or imprisonment for a term not exceeding three years. 

Disturbing the Work of the Electronic Data Processing System and Network- Article 390

Whoever, by an unauthorised access to the electronic data processing system or network, causes the stoppage or disturbance of the work of such system or network, 

shall be punished by a fine or imprisonment for a term not exceeding three years. 

Unauthorised Access to the Electronic Data Processing Protected System and Network – Article 391

(1) Whoever, without authorisation, logs on the electronic data processing system or network, by violating the protective measures, 

shall be punished by a fine or imprisonment for a term not exceeding one year. 

(2) Whoever uses a datum obtained in the manner referred to in paragraph 1 of this Article, 

shall be punished by imprisonment for a term not exceeding three years. 

(3) If, by the criminal offence referred to in paragraph 2 of this Article, serious consequences to another are caused, the perpetrator

shall be punished by imprisonment for a term between six months and five years. 

Računarska sabotaža  - član 392.

Computer sabotage – Article 392
Whoever enters, alters, deletes or conceals a computer data or program or in any other manner interferes in the computer system, or destroys or damages devices for the electronic data processing with an aim of disabling or considerably disturbing the process of electronic data processing important to the governmental bodies, public services, public institutions, business enterprises or other legal persons of special public interest, ,

shall be punished by imprisonment for a term between one and eight years. 

CC of RS contains in the Chapter Criminal Offences against Economy and Payment Transactions only: 
Penetrating into a Computer System - Article 271
(1) Whoever in the course of commercial activity, for the purpose of acquiring illegal material gain for himself or for another, or to inflict harm to another, without authorization enters changes, conceals, publishes, deletes or destroys computer data or programs belonging to another,  shall be punished by imprisonment term not exceeding three years.

(2) It the property gain obtained through commission of the offense described under paragraph 1 of this article exceeded the amount of 10.000 KM. the perpetrator shall be punished by imprisonment term ranging between six months and five years, and if the amount exceeded, 50.000 KM, the perpetrator shall be punished by imprisonment term ranging between one and ten years.
(3) Attempt to commit the offense from paragraph 1 is punishable.

In relation to the manner of regulation of these offences we can notice different approaches, especially because the existing provisions in the laws are differnet and in significantly different manner regulate this field. 

It is urgent to harmonize the provisions of criminal laws with the Convention on the Cybercrime in order to fight against this kind of crime more successfully in Bosnia and Herzegovina. 

The most important thing is to consider a possibility of introducing unique provisions in Criminal Code at the level of BiH by which the manners of allowed intercession and research mechanism for discovering illegal content on the internet would be unified, especially the ones with pornographic content in which the children are the victims and objects of abuse. 

III ANALYSES OF THE CAPACITIES IN THE SYSTEM OF PROTECTION FROM CHILD PORNOGRAPHY 
Analyses of the Capacities in of the Ministry of Security of Bosnia and Herzegovina 
Ministry of Security is authorized for prevention and detection of the criminal acts of terrorism, drug trade, counterfeiting of domestic and foreign currencies, human trafficking and other crimes with international and inter-entity elements, protection of persons and premises; collecting and using the data important for the security of BiH; organization and harmonization of the entity Ministries of Inner Affairs and Brcko District of Bosnia and Herzegovina in accomplishing the security tasks in the interest of BiH. 
The Ministry of Security was established in 2003 and represents one of the younger Ministries at the level of BiH. Prevention and detection of the crimes of terrorism, drug trade, human trafficking, counterfeiting of domestic and foreign currency and other criminal acts with international element, conducting the policy of immigration and asylum and policy of movement and stay of foreigners in BiH etc. are under the authority of this Ministry. 

Within the Ministry of Security of BiH there are several agencies and expert divisions which are responsible for various issues. 
The Ministry has the following organizational structure: Division for civil protection, Division for legal, personnel general and financial-material issues, Division for international cooperation, Division for analytics, estimation and strategic analyses, Division for immigration, Division for asylum, Division for struggle against terrorism, organized crime and drug abuse, Division for information and telecommunication systems, Division for protection of secret data, Division for protection of borders and public order, Inspectorate, Bureau for cooperation with Interpol. 
Several Divisions can have important roles in struggle against child pornography: 
Division for international cooperation which, according to its authorities, initiates, represents and coordinates the presence of Bosnia and Herzegovina at the international bilateral and multilateral meetings and conferences, educational programs, and also prepares the international contracts, memorandums as well as suggestions for making decisions for ratification of international conventions and ensures the adoption of the international police standards, defines priorities and policies, carries out the harmonization with the Shenzhen agreement, undertakes all necessary measures for development of the international cooperation and participates in preparations of laws, other regulations and secondary legislation that are important for these issues. The Division is also a leader of activities of harmonization of legal regulations of BiH from the area of security with Acquis communautaire (legal regulations of European Union), as well as carrying out the activities of sending the members of BiH police forces to the operations of peace support organized by the UN, and other activities important for the international cooperation of the Ministry. Ministry of Security of Bosnia and Herzegovina has no a specialized department for the struggle against the child pornography. Within the systematization, there is a one position planned for the adviser for the cyber crime in the Department for struggle against corruption and organized crime. 
In order to successfully struggle against the child pornography, Ministry of Security of BiH and its Division for struggle against terrorism, organized crime and drug abuse in the part concerning the global and organized crime should have the important role, especially concerning the use of the new computer technologies – Division for information technology and telecommunication systems, and other divisions. 
Unfortunately, these capacities are not organized as capacities that can monitor and suggest the introducing the new security measures especially concerning the new computer technology and in the area of increasing the security of citizens in Bosnia and Herzegovina. 
Due to the protection of the children from the abuse of the Internet as a global network which is constantly growing very fast and on the basic standards established in the Convention on cyber crime, it is necessary to urgently develop the capacities within the Ministry of Security of BiH which shall have the task to monitor, report, suggest the security measures and laws which shall protect the security, i.e. ensure the protection of citizens of BiH, especially the children. 
General Information about the International Organization of Criminal Police (INTERPOL)

International organization of the criminal police INTERPOL is the largest international police organization which has 186 member states. INTERPOL was established in 1923 and it simplifies the inter border police cooperation, supports and helps all organizations, organs and services whose mission is prevention and struggle against international crime. Its basic four functions are communication channel I-24/7 for exchange of information between the member states, data bases, operational cooperation and trainings. 
One of Interpol’s priorities is the struggle against the child pornography. At 65th Interpol General Assembly, held in Antalya, Turkey in 1996, a special Resolution on child pornography was adopted and it recommends that all member states adopt the legislation (if they have not done it yet) which shall declare as crimes any kind of production, distribution or possession of child pornography, and consider making the law which would allow depriving means that are the products of such crimes.  
The member states were asked to estimate the significance that they give to the investigations of child pornography, and to give them a maximum priority and pay the special attention to the protection of children interests when they struggle against this kind of abuse.   
At 74th Interpol General Assembly, held in Berlin in 2005, Resolution No. AG-2005-RES-09 was adopted, and it concerns the websites that are used for selling the child pornography and trafficking children over the Internet. By this Resolution, member states are encouraged to intensify the data exchange about the international criminal groups and criminals engaged in all kinds of trafficking children and production of child pornography, and when necessary to participate in the international investigations. All identified children and perpetrators of crimes from the pictures from the Internet should be reported to the Interpol General Secretariat in order to avoid unnecessary doubling. Interpol General Secretariat shall monitor the operation and when necessary organize the operational meetings with the purpose of exchange of the intelligence and investigational data. 
In operative way, the Interpol provides assistance to its member states in investigations, coordinates in common operations with more countries at the global level, and helps with the investigations at the regional level (e.g. operation VICO, operation IDent). 

Interpol Task Group for Struggle against the Crimes against Children 
The task force was established in 1993 and its meeting are held once or more times per year. The purpose of this group is to provide help in investigations of the sexual crimes against children, and to organize the trainings on the crimes against children which have been committed by computers. Its main goals are to create the contact network of investigators, to discuss the best operational problems and best practices, to define strategies for improving the struggle against the sexual abuse of children, to work on the identification of victims and criminals and to organize trainings. The activities of this task group include the focusing on the following four areas: trafficking children and sexual exploitation of children for commercial purposes, the perpetrators of the sexual abuse of children, sever kinds of crimes against children and child pornography.     
One of the results of this Expert group is making of “Handbook for investigators of sexual abuse of children”, whose translation into languages in Bosnia and Herzegovina was secured by EUPM. The Handbook is a product of the common efforts of members of the Interpol’s Expert group. It is intended for the use when preparing the trainings for personnel of the law enforcement agencies which are included in the children protection and investigations of perpetrators of the sexual abuse of children, and in other words, it serves as a useful source for everyone fighting the problems of crimes against children. The Handbook consists of the following topics: Sexual felonies against children, Investigation of computer pornography, Other media pornography, Children sex and tourism, Missing and kidnapped children, Issues of victim concerning the human trafficking, Issues of sexual offenders, Investigation instructions, Medical examination (scientific evidence, technical assistance), Children as victims and witnesses, Children in courtroom, International efforts for struggle against the children exploitation. 
In cooperation with the International center for missing and exploited children, Interpol organizes trainings on the crimes against children which are committed by computer. The sponsor of these trainings is Microsoft. The trainings are intended for the investigators themselves, as well as the managing officers in order to understand what is necessary for this kind of investigations. Six trainings were carried out during 2004 (Lyon, Croatia, Hong Kong, Costa Rica, Brasil, South Africa) and 2005 (Russia, Jordan, Romania, Spain, New Zealand, Argentina). This year, the trainings were held in Japan, Turkey, Oslo, Sofia and Australia. The representatives of the agencies from Bosnia and Herzegovina were present at some of the held trainings. 

Interpol Child Abuse Image Database, ICAID

Interpol Child Abuse Image Database, ICAID was established in 2001. It contains more than 500.000 photographs delivered by the member states, and so far by using this data base 500 victims have been identified and rescued. ICAID uses the software for photograph recognition for the purpose of identification of victims and criminals and for comparison of the details about the place where the photograph was taken in order to connect the photographs from the same series or photographs taken on the same place but with different victims. The photograph is often the only way for identification and rescuing the victim and final arrest of the criminals. Identification of the victim and its nationality, as well as the establishing the place where the photographs were taken is necessary for starting the international investigation. When the country of origin is established, the photographs are delivered to the police of that country. The data base is also financially supported by the members of G8 group. 
In the case of discovering the new photographs and victims, it is necessary to contact the CNB (Central National Bureau) Interpol in order to deliver the photographs to the Interpol General Secretariat. The new photographs as well as the photographs where the perpetrator and victim are identified are entered into the data base. Together with the photography, it is necessary to enclose the reference of the file / investigation that is carried out in the country, investigator’s contact information, information about the victim (age of the victim when it was photographed, year of birth of victim), information about the perpetrator, information on distribution. The photographs can be delivered over the Central National Bureau of each member state. 
«Green Wanted Lists »

Interpol General Secretariat encourages the countries to request the publication of so-called “green wanted lists” which deliver to all countries members of the Interpol warnings and criminalist data on the known perpetuators of crimes against children. 
Software PERKEO

Over the Sarajevo Interpol, the police agencies in Bosnia and Herzegovina were delivered software PERKEO which is used for detection of child pornography and it recognizes the photographs and films with child pornography content. It was developed in Germany with the cooperation of German federal criminalistic police. It has been successfully used by the German and international police organs since 1998. The software PERKEO is accepted by the courts in Germany, and positive results of account checks serve as the evidence material. Regulatory Communication Agency has been requested to inform all Internet providers about the existence of this software with the recommendation of its use. If this software was used by the Internet providers as a filter for illegal content on it, the problem would be prevented before it appears. 
Analyses of the Interpol Capacity of Bosnia and Herzegovina 
The Rule book on internal organization and position systematization of the Bureau for cooperation with Interpol establishes the position – inspector for illegal migrations, human trafficking and general crime. It is a civil servant who works and analytically monitors files at the request of the domestic police agencies (State investigation and protection agency, Border police of BiH, Ministry of Inner Affairs of FBiH, Ministry of Inner Affairs of RS, Police of Brcko District) and other law enforcement organs, central national bureaus of Interpol of other members of the Interpol. Furthermore, he monitors the individual cases and general tendencies, periodically makes reports from these areas, contacts, delivers and exchanges the information with the authorized institutions, participates at meetings concerning these issues (courses, seminars, expert consulting at home and abroad), carries out processing and archiving of files in accordance with valid legal regulations. At the meetings, he presents the results of work of the Bureau from the given area, and conducts operative and other tasks according to the received tasks from the domain of the work of the Bureau. 
The civil servant on this position should have a university degree in law, degree in criminalistic or other social sciences, should speak the official language of Interpol, possess computer skills, at least 2 years of experience at similar positions and he should have passed the professional exam. 
In the Bureau for cooperation with Interpol, there is no a specially defined position for files regarding the child pornography, and general offences committed against children or minors or committed by the minors. The inspector for illegal migration, human trafficking and general crime works on all files received by the Bureau for cooperation with Interpol from domestic authorized police agencies and other law enforcement organs as well as from other national bureaus of Interpol.  
The Rule book supposes that the mentioned tasks should be performed by two officers. At the moment only one officer works on these issues and he has been employed in the Bureau for cooperation with Interpol since 2000. This employee has taken several courses, seminars and studying visits from the area of human trafficking and illegal immigrations, and generally the international police cooperation. 
	COMMENT

	Current capacity of Ministry of Security of BiH is not enough, and in order to establish a system for more efficient struggle against child pornography, it is necessary to ensure: 
· Appropriate capacities in MoS and Interpol, 
· Renewal and upgrading the existing technical equipment (hardware), 
· Renewal and upgrading of the existing programs – tools for support 
    ( software)

· Solve the issue of lack of the office space, 
· Ensure the funds for specialized educations in the context of international police cooperation connected to prevention of child pornography, 
· Improve legal regulations concerning the department and institution especially concerning the improvement of speed of exchange of information, more appropriate legal regulations, 
· Offer adequate solutions concerning the working arrangement and being on duty – 24 hours coverage. 



Analyses of the Capacities of the State Investigation and Protection Agency (SIPA) 

In accordance with the Law on the State investigation and protection agency (“Official Gazette of BiH”, No. 63/04 and 35/05), the State investigation and protection agency is authorized for prevention, detection and investigation of the crimes from the authority of the Court of BiH, especially the organized crime, terrorism, war crimes, human trafficking and other offences against humanity and values protected by the international law, and financial crimes. 
SIPA is an administrative organization within the Ministry of Security of BiH with operative independence, and it was established for conducting police tasks. 
At the seat of the Agency in Sarajevo, in the Department for criminal investigations, there is a Sub-department for criminal investigations with a Team for prevention of human trafficking and sexual offences. In the special part, this Team deals with the prevention of trafficking children and prevention of sexual offences against children. At the same time, the Team conducts the coordination of overall activities from the area of prevention of human trafficking and sexual offences that are dealt with by the teams in the regional offices in Sarajevo, Banja Luka, Mostar and Brcko (regional office in Brcko is in phase of forming although the seat of the office has not been determined yet). 
Beside the mentioned activities, the Team at the seat of SIPA has an obligation of monitoring and collecting of all moduses operandi of man smuggling, obtaining evidence on committed criminal offences concerning the human trafficking, especially trafficking children; prevention of human trafficking and sexual offences; uniting records on human trafficking offenders, victims of human trafficking and sexual offences; organization of help for victims; conducting prevention activities; cooperation with nongovernmental and governmental sectors; organizations of trainings for investigators of SIPA on the ways of work in the area of struggle against human trafficking; and obligation of carrying out projects in cooperation with EUPM. The names of the projects are “Struggle and intervention against the human trafficking” and FIGHT which represents the complete program of struggle against crime connected to human trafficking, which also includes trafficking of women, men, children, trafficking of human organs (tissue), sexual exploitation of children, exploitation in the sense of pornography on the Internet etc. 
Within the given projects, the special emphasis is put on the training of the police officers for conducting interviews (conversations) with children under the age of 12 and mentally disabled persons. Furthermore, there are plans for equipping the premises for conducting conversations with children under the age of 12 and mentally disabled persons, as well as premises for conducting conversations with victims of human trafficking. 
At the moment, the State investigation and protection agency has two persons (one of them is police officer and the other one is a civil servant) who conduct these kinds of expert tasks, and they work in the Service for the operative support, within the Department for operative and technical monitoring with the Team for computer analyses. For conducting of the mentioned works it is necessary for the person to have an appropriate professional training (if possible information technologies) and experience, and it is also important that their duties are determined by the description of duties of the Team and conducting these kinds of expert tasks is part of their job. Although the officers that currently perform the mentioned duties have attended certain number of trainings connected to this kind of work, special certificates witnessing their expertise after finished training have not been issued. 
Organizational units of the State investigation and protection agency have not so far conducted an investigations connected to the prevention and detection of criminality connected to the child pornography. According to the current legal regulations, this kind of criminality is under the authority of entity ministries of Inner Affairs. 
In its work so far, the SIPA has not conducted according any case from this area, nor has it provided assistance to other organs on any basis whatsoever. Once, there was a case that had elements of this kind of crime because it was about the footage on the mobile phone which contained pornographic elements with a minor girl. After consultations with prosecutor, the case was immediately transferred to the competent cantonal level. 
A criminal act which could be indirectly connected to the child pornography, and is prescribed by the Criminal code of BiH, is consisted in the article 186 of Criminal code of BiH. The child pornography could be here considered as a special kind of exploitation as part of “other forms of sexual exploitation” (when we talk about the human trafficking, it is about exploitation by prostitution and other forms of sexual exploitation). 
Besides, the document issued by the Office of the state coordinator for struggle against the human trafficking and illegal immigration under the name “Overview and analyses of national mechanism for the purpose of prevention of human trafficking in BiH, - Trafficking children for the purpose of exploitation” states  child pornography as a form of children exploitation within the human trafficking.  
According to the article 22 of the Law on SIPA, the State investigation and protection agency is obliged to cooperate and provide assistance to entity and cantonal ministries of Inner Affairs and to all services and institutions at their request. Competent entity law enforcement services can request assistance in investigations when they deal with this kind of criminality, and the SIPA is in this case obliged to provide support. Furthermore, according to the article 22 of the Law on SIPA, the SIPA is obliged to inform the competent institutions of BiH about information obtained in the course of duty and concerning the preparation or committing the crime which is under the jurisdiction of these institutions, as well as about the measures and actions undertaken for the purpose of prevention of crime or finding and arresting the perpetuators of such criminal acts. 
Within the State investigation and protection agency there has been formed a Department for witness protection which carries out this kind of protection according to the laws and other regulations of BiH that regulate the witness protection. It is about the protection of witnesses under threat and endangered witnesses. 
Apart from the Law on witness protection program of BiH, in Bosnia and Herzegovina, there are Laws on witness protection in criminal proceedings at the entity levels which are similar and prescribe the procedure measures of witness protection that are imposed by the court of law, unlike the state law which prescribes the non procedural measures and which clearly describes the efficient witness protection during and after the criminal proceedings. The purpose is to enable the witness to freely and openly testify in the criminal proceedings before the Court of Bosnia and Herzegovina because only at the state level there is a Law on witness protection program, and within the SIPA there has been formed a Unit for witness protection which according to request, provides services to the entity and cantonal prosecutor’s offices concerning the witness protection.   

At the seat of the Agency in Sarajevo, within the Criminalistic-investigation department, there is a sub-department for prevention and detection of crimes concerning the human trafficking. This sub-department has the authority over the criminal acts from Criminal code of BiH as follows: Establishing slavery relations and transport of persons in slavery relations (article 185), Human trafficking (article 186), International recruiting of people for prostitution (article 187), Illegal deprivation of identity documents (article 188), Smuggling of persons (article 189). The mentioned sub-department deals with prevention and detection of crimes concerning the trafficking children and prevention of sexual offences against children. At the same time, the sub-department coordinates the activities of Teams for prevention and detection of crimes concerning the human trafficking in Regional offices of the agency, in Sarajevo, Banja Luka, Mostar and Tuzla. 
When it comes to regional and international cooperation according to the Law on the SIPA, all competent bodies: organs of administration and other institutions, services and other institutions of BiH, entity and cantonal ministries of Inner Affairs, customs and tax administration officers, financial police, institutions for cooperation with Interpol, competent authorities of Brcko District and other appropriate bodies, are obliged to cooperate with the SIPA and at its request to provide assistance in the duties of its competence according to the law and other regulations on protection of source, methods and other unpublicized information. The SIPA is also on the other hand obliged to provide the assistance to these institutions whenever necessary. The way of providing assistance and all other issues connected to the providing assistance and cooperation are regulated by the special agreement or some other legal document prescribed by law. 
	COMMENT

	In the previous work of this sub-department there have been cases which have been processed although they are in the entity competence and they have been forwarded to the main prosecutor. Therefore, there is a certain legal vacuum in this area which has been noted and the task group was formed and it has worked on the changes and supplements of the Law on witness protection program of BiH, which foresees conducting at the request of all court and prosecutor’s offices in BiH. This Law was adopted in the Council of Ministers and sent to the Parliament of BiH for adoption. This would open the possibility of providing witness protection in the criminal proceedings conducted before entity courts. It would also simplify the providing assistance to witnesses which are victims of offences concerning the child pornography. 
When it comes to regional and international cooperation according to the Law on the SIPA, all competent bodies: organs of administration and other institutions, services and other institutions of BiH, entity and cantonal ministries of Inner Affairs, customs and tax administration officers, financial police, institutions for cooperation with Interpol, competent authorities of Brcko District and other appropriate bodies, are obliged to cooperate with the SIPA and at its request to provide assistance in the duties of its competence according to the law and other regulations on protection of source, methods and other unpublicized information. The SIPA is also on the other hand obliged to provide the assistance to these institutions whenever necessary.
When it comes to cooperation with foreign law enforcement organs and other foreign bodies, for the purpose of pursuing its duties, the SIPA can cooperate in the process of exchange of data and common conducts from the competence of the SIPA. The cooperation with the foreign law enforcement organs in criminal matters is conducted over the Bureau for cooperation with Interpol, and the previous cooperation has been estimated to be satisfactory. When it comes to providing data about the citizens of BiH, if the SIPA has no reasonable insurance that the recipient of the data shall secure the same level of data protection, it shall not provide the requested data. 
Since Bosnia and Herzegovina ratified the Convention on cyber crime in 2006, the competent institutions of BiH are expected to harmonize their laws with the Convention, i.e. to introduce the “appropriate forms” of computer crime or cyber crime into BiH Criminal codes. Having in mind that BiH laws only regulate the criminal acts such as damaging the computer programs and data, computer frauds, computer sabotages, there is a need for including these offences in a changed and unified way into the Criminal code of BiH, which would result in bringing these kinds of offences into the competence of the SIPA. This would furthermore result in forming of the departments and teams which would only deal with this kind of crimes, and also child pornography. 
For the purpose of the analyses of the SIPA capacities, and expertise of the personnel for the work on prevention of this kind of crimes, it is necessary to point out that so far the certain number of police officers has attended certain trainings which deal with these area which after all is not specially intended for studying this specific and modern kind of criminal acts. 
Having in mind the defects in the existing system of prevention of child pornography in BiH, and necessity of developing the regional cooperation and cooperation at the level of Bosnia and Herzegovina and beyond, it is necessary to start the activities on establishing the coordination team for the struggle against child pornography at the level of state itself. 
It is evident that there is no enough of specialized personnel for the crimes connected to the computers and mobile phones, nor the certified experts who would give expert opinions concerning these kinds of offences.  


Analyses of the Capacities of the Ministry of Inner Affairs of Federation of Bosnia and Herzegovina  

Federal ministry of Inner Affairs is competent for the following: 
· Prevention and detection of criminal acts of terrorism, intercantonal crime, finding and arresting perpetrators of these offences and their transfer to the competent organs; 
· Securing of the certain persons and buildings of Federation;

· Education, professional training and improving, and 
· Citizenship of Federation.

For the purpose of the efficient work and accomplishing tasks prescribed by the Law on inner affairs of Federation of BiH (“Official Gazette of FBiH”, No. 49/05), within the Federal Ministry of Inner Affairs there are following organizational offices: Office of the Minister and Police Administration. 
Federal police administration, as an integral part of the Ministry, is mainly responsible for operative part of police duties. It is run by the director and it is operationally and financially completely independent. Federal police administration undertakes immediate measures on prevention and detection criminal offences from the aforementioned areas. 
For that purpose, at the seat of Federal Ministry in Sarajevo, within the Federal police administration, there is a Division of criminalistic police which is consisted of six departments. 
In Department for struggle against organized and intercantonal crime, there are four sub-departments as follows: Sub-department for ownership offences, Sub-department for blood offences, Sub-department for struggle against human trafficking and sexual offences (established on 1st March 2003) and Sub-department for war crimes. There are plans that Sub-department for struggle against human trafficking and sexual offences, beside competence in area of human trafficking, smuggling of man and organized prostitution, should take in its competence problems of juvenile delinquency and family violence. In the sense of juvenile delinquency and family violence it is more in the sense of monitoring and coordination of the activities at the federal level than dealing with the concrete cases. Namely, concrete problems from these areas are processed by organizational units according to the Cantonal competence, i.e. Cantonal ministries of Inner Affairs (ten of them) and their Police administrations. In each cantonal ministry, within the Division of the criminalistic police (usually within the Department for special purposes), there is at least one police officer – inspector, responsible for monitoring these two areas in the given canton. He/she has at his/her disposal one more police officers from each Police station whose job, and not the only job, includes these two areas of crime. 
In order to conduct an additional analyses of the capacities of the Federal Ministry of Inner Affairs in the system of protection of children from child pornography, and having in mind a very complex system of organization of Ministries of Inner Affairs in Federation of BiH, it is necessary to become familiar with the situation in the Cantonal Ministries of Inner Affairs. 
In Ministry of Inner Affairs of the Una-Sana Canton the area of child pornography is the responsibility of Department for prevention of drug abuse, human trafficking, sexual offences and struggle against terrorism of the Division of the criminalistic police. According to the Rule book on internal organization which entered force on 1st February 2007, there are ten officers in the Department as follows: chief of the department (senior inspector) – 1 officer, independent investigator for prevention of the drug abuse, human trafficking and sexual offences – 8 officers (five junior inspectors and three inspectors), and an independent investigator for struggle against terrorism – 1 officer (inspector).  
The Department has no a special position of investigator for the area of child pornography, so this area is a responsibility of all officers of the Department.
None of the mentioned police officers has finished any kind of special training from the area of prevention of the child pornography, and the courses they have attended regard the areas of struggle against the human trafficking, drug abuse and family violence. 
In the Ministry of Inner Affairs of the Posavina Canton, there is no service competent for dealing with the problems of child pornography. However, as other offences from the area of sexual offences, these issues are responsibility of Department for investigations of Division of the criminalistic police, with currently four investigators, one of which is responsible for these issues. The police officer – investigator who works on the issues of child pornography has finished several courses for prevention of organized and economic crimes, but so far has not been included into specialist trainings concerning the ways of prevention of the child pornography. Therefore, it is estimated that the organization of this kind of training would be of a great significance and use for the improving the work of the mentioned department. 
In Ministry of Inner Affairs of Tuzla Canton, there is no service for dealing with the issues of child pornography. These cases are currently responsibility of the Team for struggle against human trafficking, but the officers of the Team have not finished any kind of training from the given area. 
In Ministry of Inner Affairs of Zenica-Doboj Canton, the struggle against the child pornography is in the competence of the Department for special purposes of the Division of the criminalistic police, with two investigators who do not possess the appropriate professional training, although they have acquired the professional knowledge from the area of human trafficking. 
In the Ministry of Inner Affairs of Bosnian Podrinje Canton, the area of child pornography is the responsibility of Department of the criminalistic investigation of the Division of the criminalistic police. According to the article 25 of the Rule book on the internal organization, the Department should contain two positions of investigators of sexual offences, inspector and junior inspector. The real situation of employed personnel in the Department is not according to the Rule book and there is only one employee, the junior inspector. Besides, the junior inspector, although he should be at the position of “investigator for sexual offences”, he works at the position of “investigator of the criminal offences from the competence of Department for general crime.” 
In Ministry of Inner Affairs of Central Bosnia Canton, the area of child pornography is currently the responsibility of Division of the criminalistic police and Departments of criminalistic polices within the Police stations. The Rule book on the internal organization does not foresees the investigator who would deal with this kind of offences. At the moment, within the Division of criminalistic police, these issues are responsibility of a police officer – inspector who has had the opportunity to attend the courses from the area of struggle against the human trafficking.  
In Ministry of Inner Affairs of Herzegovina-Neretva Canton, the area of child pornography is currently the responsibility of Division of the criminalistic police and Departments of criminalistic police within the Police stations. The Rule book on internal organization does not suppose the investigator who would deal with this kind of criminal offences. At the moment, within the Division of criminalistic police, these issues are in the competence of police officer – senior inspector who attended and successfully finished several courses from the area of struggle against the human trafficking. 
In Ministry of Inner Affairs of Sarajevo Canton, there is no service that exclusively deals with the area of child pornography. However, Department of general crime and Department for special purposes of the Division of the criminalistic police of the Ministry, within their competence also deal with the criminal offences connected to the child pornography. The Rule book on internal organization does not define the positions of investigators that work on the prevention of and solving these kinds of criminal offences. However, we can say that in the mentioned Departments there are a number of experienced investigators with the appropriate degrees and various educational backgrounds. These officials have finished certain number of specialist trainings connected to the conduct in accordance with the law and international instruments, working with victims of sexual violence, family violence, human trafficking, prostitution etc. but none of them has attended any training, course or seminar on the child pornography. 
There are no data for two cantons, West Herzegovina Canton and Canton 10, which have not delivered the requested data. 
	COMMENT

	Ministry of Inner Affairs of Una – Sana Canton

	· Lack of the standardized police structure for the struggle against the child pornography;   

· Insufficient training and professional knowledge about child pornography, ways of detection of perpetuators of these criminal offences, and procedures of interrogation of victims and their identification; 
· Insufficient cooperation and exchange of data and insufficient use of the new investigation techniques; 
· Absence of the efficient cooperation at the international level; 
· Lack of the pro active approach and preventive campaigns for obtaining the necessary information; 
· Lack of the basic logistic support, necessary for successful and professional conducting of investigation of the local teams; 
· Absence of the connected computer network and compatible software for the exchange of information, for the purpose of forming the data base for the future operative actions; 
· Insufficient supply of material and technical means of the Departments for prevention of drug abuse, human trafficking, sexual offences and struggle against terrorism which is responsible for investigation of the cases of child pornography (Department currently has one official vehicle, three computers out of which two are older and do not have the access to the Internet). 

	Ministry of Inner Affairs of Posavina Canton 
	· Lack of human, material and technical resources; 
· Possess the computer equipment of the middle quality, with the limited possibility of installing the necessary software solutions for investigation and recording of this kind of criminality, especially the part conducted over the exchange of the pornographic material over the Internet. 

	Ministry of Inner Affairs of Tuzla Canton 
	· Lack of expert human and material resources; 
· Concerning the material resources, they do not possess minimum of the necessary technical means (computer equipment, softwares); 
· There is no competent service for dealing with the issues of child pornography; 
· It is necessary to organize a specialist training for the police officials in order to adequately prepare for the facing the new forms of criminality.

	Ministry of Inner Affairs of Zenica-Doboj Canton 

	· Lack of material and technical resources, mainly computer equipment (softwares) which is necessary in the procedure of proving the criminal offences; 
· It is necessary to organize a specialist training for the police officials in order to adequately prepare for the facing the new forms of criminality.

	Ministry of Inner Affairs of Bosnian podrinje Canton 
	· Lack of material and technical resources, computer equipment (softwares);
· It is necessary to organize a specialist training for the police officials in order to adequately prepare for the facing the new forms of criminality.


	Ministry of Inner Affairs of Central Bosnia Canton

	· To simplify the procedure of investigation and proving these criminal offences; 
· Lack of the material and technical resources professional personnel; 
· The Rule book on the internal organization does not define any issue of child pornography, the competent organ has not been defined, nor does the Rule book on internal organization defines the position of computer professional with description of his/her duties which makes confusion concerning the professional approach to Internet and its use, while at the same time, the Criminal code of FBiH, article 65, regulates the search of computers and other similar devices with the help of professional;   
· The Ministry sees the solution in establishing the Department for struggle against this kind of crime, appointing the professional for investigation of the issues of the child pornography, equipping with material and technical means and education of the officials intended for work on the given issues. 

	Ministry of Inner Affairs of Herzegovina-Neretva Canton 

	· To simplify the procedure concerning the investigation and solving this kind of criminality; 
· Lack of material and technical and human resources; 
· In the Division of criminalistic police there is no the position of computer professional, nor is it defined in the systematization of positions, which creates confusion concerning the expert access to the Internet, using it and checking the criminal actions over the Internet; 
· The Criminal code of FBiH should more precisely define the way of search of computers and other similar devices, in order to unify the procedure which should at the same time be maximally simplified. 
· It is necessary to have a continuous training of police officers competent for the area of investigation of the child pornography, in the form of the future educators and experts for search of computers. 
· It is necessary to ensure the material and technical resources for the hired professional who will work on these issues. 

	Ministry of Inner Affairs of Sarajevo Canton 
	· Absence of the Department dealing exclusively with these issues. However, it is pointed out that this Ministry has certain number of professional personnel with years of experience in the work on prevention of sexual offences, human trafficking and family violence. 
· It is necessary to organize the trainings of the police officers about the child pornography. 

	Ministries of Inner Affairs of West Herzegovina canton and Canton 10 

	They have not delivered any data.


Analyses of the Capacities of the Ministry of Inner Affairs of the Republic of Srpska 

Ministry of Inner Affairs of RS is authorized for the following: prevention and detection of criminal offences of the international crime and terrorism, unauthorized drug trade, and protection of human rights and civil freedom in the area of Inner Affairs. 
According to the existing Rule book on the internal organization and systematization of working positions, the Ministry of Inner Affairs of RS has two operative administrations (Criminal police administration and Police administration). 
 In the Criminalistic police administration (henceforth: CPA), there is a Unit for special investigations as an operative part of CPA, which contains Department for investigations of criminal acts of heavy and organized crime. This Department is consisted of five teams, one of which is the Team for prevention of human trafficking. One of the five teams is the Team for the computer crimes, i.e. the Team that deals with the human trafficking. The Ministry of RS is consisted of five centers of public safety (CPS) which are situated in Banja Luka, Doboj, Bijeljina, Istocno Sarajevo and Trebinje. There are also four stations of public safety (SPS) which are situated in Prijedor, Mrkonjic Grad, Zvornik and Foca. 
In the centers of public safety, within the Departments of the criminalistic police, there are Sub-departments for struggle against the organized crime which have investigators responsible for struggle against human trafficking (exception is CPS Banja Luka where there are Division of criminalistic police and Department for struggle against organized crime with investigators for the struggle against human trafficking, and there are also investigators for juvenile delinquency). 
In the stations of public safety, within the criminalistic police, in the group for the struggle against organized crime, there is an investigator for struggle against human trafficking. Within their works, the investigators for struggle against the organized crime work on the prevention of violence over children. All exact data concerning the mentioned issues are delivered to the Criminalistic police administration at the seat of the Ministry of Inner Affairs of RS, where they are united. 
In work on these issues, the Unit for special investigations with jurisdiction in the whole RS, and organizational units of CPS cooperate closely, exchange data and information and plan and conduct the common actions. In the struggle against this kind of criminality the Ministry of Inner Affairs of RS cooperate closely with all security and police services in BiH, as well as with other relevant services (social services centers, nongovernmental organizations, media institutions and various other associations whose primary role is the protection of children). 
	COMMENT

	Apart from the mentioned problems which are the result of the existing legal regulations, there is a range of problems of material and technical nature that impede the work of Ministry of RS in the struggle against the child pornography. 
Apart from the material and technical problems (absence of the working premises, technical equipment etc), one of the problems is the insufficient education of personnel who deal with these issues which could be efficiently solved by equipping the working premises, adequate computer equipment and organizing the courses and seminars from this area. 
The securing of the necessary professional and human resources would improve the work of the Ministry of RS on the prevention of child pornography and secure the good results. 


Analyses of the Capacities of the Ministry of the Inner Affairs of Brcko District 
Ministry of the Inner Affairs of Brcko District has not established a special team for the struggle against child pornography. Apart from other obligations concerning the prevention of organized crime, this area is covered by the individual investigators. Beside the shortages in the administrative and organizational aspect, it is evident that there is a shortage of premises, material and technical equipment and adequately trained personnel who would directly work on this kind of offences. 
	COMMENT

	When it comes to the struggle against the child pornography it is necessary to emphasize that it is a relatively new form of criminality which is mainly exercised over the Internet. Police officers that investigate the child pornography need computer knowledge and additional education from the area of applying the criminal legislation (due to the spread of Internet – global network). There is also a question of place of the criminal act and competence of the conducting organ. 
Also, due to the specific properties and great sensitivity with the children in question, the investigators conducting these kinds of investigations must be additionally educated from the area of the conduct with children who are victims of child pornography and measures of their protection. In this part it is necessary to have cooperation with wide specter of institutions such as social services centers, health institutions, schools and other relevant institutions from the governmental sector as well as the NGOs that deal with these issues. 
Beside police, the additional education for the work on cases of child pornography is also necessary for Prosecutor’s office and Court. Due to the different regulations of child pornography in the Criminal codes of Entities and Brcko District, it is necessary to unify the regulations in this area. 


Analyses of the Capacities of the Prosecutor’s Office in Bosnia and Herzegovina 
The Prosecutor’s office of Bosnia and Herzegovina is independent from the courts and police and no person has a right to instruct, order or influence the Prosecutor’s office in its work. The Prosecutor’s office is responsible for criminal prosecution of perpetrators of the criminal acts in accordance with the Criminal code of BiH and other laws that regulate the criminal responsibility at the level of Bosnia and Herzegovina. The Prosecutor’s office of BiH directs the competent police in investigation of the criminal acts, including the interrogations of the suspects and witnesses, searches, temporary depriving of objects, depriving of freedom and arresting, and if necessary conducting investigations in accordance with the law. In the process of investigation of the criminal acts and in the procedure of prosecution of the perpetrators of criminal acts, the prosecutor manages overviews and if necessary, conducts the investigation of the criminal acts. 
The cooperation with other competent institutions is very important for successful work in this position. 
In order to conduct the analyses of institutional and personnel equipment of the prosecutor’s office and courts for processing this kind of criminal acts, we requested from the prosecutor’s offices in Bosnia and Herzegovina to deliver us information whether there are specialized departments in the prosecutor’s offices and courts and whether some prosecutors and judges are specialized for work on these cases. 
From existing 16 prosecutor’s offices in Bosnia and Herzegovina, five district, ten cantonal and public prosecutor of Brcko District, we received the information that all prosecutors work on this kind of criminal acts, and there is no specialization of prosecutors in this area, and there is no specialized departments, as well as there is no mentioned specialization at courts with the exception of Cantonal prosecutor’s office in Mostar where all cases of this kind are sent to one prosecutor. 
The prosecutor’s offices also delivered a statistical data which show that so far in whole Bosnia and Herzegovina there have been fourteen investigations for the criminal acts from the articles 211 of Criminal code of FBiH, 208 of Criminal code of Brcko District and 199 and 200 of the Criminal code of RS. Three of them have been finished with and the charges were pressed and confirmed by court. In two cases the trial is in progress, and in one case there has been a sentence which entered effect. Nine cases are still in the phase of conducting investigation. Two investigations have been terminated. In some prosecutor’s offices, there are also some materials and operative reports connected to the child pornography that are being examined. 
In one of the prosecutor’s offices, the criminal charges were brought against the under aged person, which opens a range of questions concerning the necessity of providing psychological and other support to the under aged perpetrator of this criminal act and the need of increasing the preventive activities and raising consciousness concerning this criminal act, especially with children and minors. 
In this segment, having in mind all mentioned facts, it would be necessary to organize a specialization of judges and prosecutors for conducting in these criminal acts, which means that they would attend the special kind of training. It is especially important to specialize the prosecutors for the conducting the investigations in these criminal acts which would at the same time in relation to the region and beyond become contact persons for exchange of information and evidence material as prescribed by the Protocol. The exchange of information and evidence is also possible over the existing network of prosecutors from the region, but it is necessary to appoint one prosecutor for conducting the procedure in each prosecutor’s office in order to make clear who can be contacted regarding the evidence and data within the region and beyond. It is certainly necessary to technically improve the equipment of the prosecutors for the purpose of detection of these criminal acts, and in accordance with international standards and requests of the Protocol. 
IV –ANALYSES OF THE PROCEDURES 
The description of the procedures during the possible investigations concerning the criminal acts of child pornography is regulated by the Law on the criminal procedure. Considering the nature of the mentioned criminal act it is necessary to emphasize several important facts which are contained in criminal and process legislation of BiH. 
The investigators do not have always available an investigation with using the special investigation measures where the investigation develops depending on the process of collecting evidence. The quality of the obtained data shall depend on the speed of collecting the evidence.

The successful management of the investigation means clear determination of the operative goal and tactics of the investigation. 
The operative goal includes qualification of the criminal act, kind and scope of investigative actions, identification of the perpetrators of the criminal act, way of saving the victim, planning of the moment of depriving of freedom of the perpetrators, identification of the benefit acquired by committing the criminal act.
   

Before the determining the tactics, it should be decided whether to conduct an investigation at two level or multi level base, then which services are partners in investigation and what is their relationship in the course of investigation. Before the decision on tactics it is necessary to estimate the risk. After identification of the risk, it is necessary for the manager of investigation to make a plan of risk management which contains clear instructions for the officers who directly carry out those actions. 
The special investigation actions available during investigation are conducted in accordance with the laws on criminal proceedings which are in force in Bosnia and Herzegovina and they are:

· Surveillance and technical recording of telecommunications; 
· Access to the computer systems and computer settling of data; 
· Surveillance and technical recording of premises; 
· Secret following and technical recording of persons and objects; 
· Covered investigator; 

· Simulated ransom of objects and simulated paying of ransom; 
· Surveillance and transport and delivery of objects; 
Using of the special investigative actions must be approved in accordance with the valid laws and procedures, because unless the investigation is approved the evidence obtained in this way shall not be used in the court proceedings. 
In order to fulfill the requirements of the European human rights convention, it is necessary for this measure to fulfill for criteria: to be proportionate, legal, justified and necessary. If all of the requirements are not fulfilled, the use of special investigative actions can endanger the proceedings themselves. 
The intelligence data can be modest at the beginning, but it is necessary to follow the rule the by locating the place where the exploitation of children is conducted, it is possible to locate the perpetrator as well. 
By collecting data by the trained experts, the obtained data concern the place of exploitation of child, data about the victim and perpetrator of the criminal act. 
The potential value of the evidence obtained by the use of special investigative actions enables the obtaining evidence about the following: 
· Method of committing the criminal act, association and forming the criminal groups; 

· Existence of physical, sexual and other violence over children; 
· Creating and controlling the chains of sexual exploitation of children, child pornography or exploitation of children for the forced work, organ transplantation, organized committing of the criminal acts; 
· Illegal financial transactions of money and money laundry. 
Besides ensuring the good evidence, the early warning about the criminal activities enables obtaining the additional evidence. 
Analyses of the Procedures in the Ministry of Inner Affairs 
Most laws supposes introduction of the special provision that the time limit set by statute limitations starts from the majority regardless of the fact when the criminal act against the child was committed. These time limits are not defined in the laws of Bosnia and Herzegovina. 
Recommendation Rec(2002)5 of the Committee of the ministers to the member states about the protection of women from the violence, in its supplement Rec(2002)5 in the part Court proceedings, item 48, supposes that the member states need to ensure that for sexual offences and crimes the time limit cannot start until the victim is of legal age. 
However, the actions of proving defined in the section VIII of the Law on criminal proceedings of FBiH, in articles 65 to 129, official actions, and there are the same or similar solutions in Criminal code of RS and Brcko District, relate to the following: 
1. Search of apartment, premises and persons, 
2. Temporary deprivation of objects and property, 
3. Procedure with suspicious objects, 
4. Interrogation of the suspect, 
5. Hearing of the witness, 
6. Insight and reconstruction and  

7. Giving expert opinion (autopsy and exhumation, toxicological examination, body examination and other actions, DNA analyses) 
Analyses of the Interpol Procedures 
Bureau for cooperation with Interpol was established as a common and united base for international police cooperation in Bosnia and Herzegovina. It monitors and studies the situation, movement and forms of the organized crime, especially terrorism and smuggling, and unauthorized drug trade, human trafficking, works on cases connected to the economic crime, detection and prevention of the criminal acts of the general crime and organized crime and organized crime concerning vehicles, monitors and records all investigations and data connected to the international wanted lists for persons and arts, computer crime, ecological crime, war crimes as well as other jobs from its area. 
Bureau is responsible for transferring the requests of the police and judicial organs from abroad to the BiH institutions and vice versa, keeping contacts and cooperation with regional police and other organizations whose task is prevention of crime with transnational element (Europol, SECI, etc.), in accordance with the international legal regulations signed by BiH. 
At receipt of the request of some of the domestic police agencies or other law enforcement organ for carrying out certain checks in some other country (checking on persons – identity, place of residence, criminal activities etc. vehicles, documents, phone numbers etc.), the request is processed, translated and delivered to the country or countries from which the check has been requested. The answer from the country to which the request is sent is processed, translated and sent to the agency which submitted the initial request. 
The same procedure is applied in the cases of receipt of requests from other countries for checks in Bosnia and Herzegovina. 
Degree of urgency and secrecy of the case is determined by the agency which submitted the initial request. Generally, all cases concerning the children and minors bear the sign “urgent”. 
V- NOTED DEFECTS IN THE SYSTEM OF PROTECTION OF CHILDREN FROM CHILD PORNOGRAPHY 
In general analyses of the problem of struggle against the child pornography, there have been noted certain defects which primarily concern the unharmonized legal solutions and practices. Especially significant defects have been noted in appropriate professional and technical capacities for successful fighting this form of modern and expanding criminal activity. 
Defects Connected to “Laws” 
Concerning the legal regulations it is necessary to especially emphasize the existence of the following problems: 
· Laws contain the unharmonized definitions concerning the child pornography; 
· Definitions does not include the computer or cyber crime and all other methods of committing this criminal act together or separately; 
· Definitions have not precisely determined the age limits of a child or minor, i.e. they defined in different ways the acts according to the age of child or a minor; 
· The length of the prescribed sentences is different; 
· The length of prescribed sentences is directly connected to the carrying out the special investigative actions; 
· There are no separate acts connected to the organized crime or are different from the individual crime; 
· This criminal act has a global character and it is not defined in the Criminal code of Bosnia and Herzegovina; 
· There are no regulated status, work codex and organized communication with BiH Internet providers; 
· There is no legally adequate, permanent and sustainable regulation of system of exchange of all necessary information as well as the system of technical assistance between the existing police agencies. 
Defects Related to the Insufficient Resources 
When it comes to professional and technical capacities for successful opposition to the spreading of the child pornography, it is especially important to emphasize the following: 
· All police and investigation departments lack the professional and trained personnel; 
· It is necessary to renew and upgrade the existing technical equipment (hardware) in all available police agencies; 
· It is necessary to renew and upgrade the existing programs - tools of support (softwares);
· There is a lack of the appropriate and protected office premise; 
· There has not been established a model of education of all professional specialist personnel for cyber crime for the area of Bosnia and Herzegovina as well as the necessary education in the context of international and regional police cooperation; 
VI – RECOMMENDATIONS FOR DEVELOPMENT OF MODELS FOR STRUGGLE AGAINST THE CHILD PORNOGRAPHY IN BOSNIA AND HERZEGOVINA 
Recommendation 1
To supplement and harmonize the Criminal codes in Bosnia and Herzegovina 
A) To change and to supplement the Criminal code of Bosnia and Herzegovina and harmonize its provisions with the requirements of the Convention on cyber crime. We recommend that the changes should cover the criminal acts concerning the child pornography if they are committed at the inter entity level, and outside of BiH, and concerning the need for carrying out the investigations according to the criminal cooperation at the regional and international level. 
Internet has a great potential for the protection of children. It is very simple to spread the information against the pedophiles and other children abusers. It is a positive active social response for the protection of children which can result in better detection and punishing the pedophiles from the local to international level. The consequence of that is removing of the certain material from the Internet which is possible only in the cooperation with the Internet industry.  
In this huge work, it is very important to significantly decrease the technological differences between the developed and undeveloped countries. The international office for the protection of children rights recommends creating the universal program for blocking and destroying the child pornography and tries to ensure the successful cooperation at the international level between the countries and organizations dealing with the protection of children. 
By connecting the governments, administrations of justice, Internet indutry and non governmental organizations, it is possible to create the socially acceptable standards regardless of the cultural, political and social differences between the certain nations. Children and parents must be aware and use the Internet as an educational mean, by education of children and parents to become careful with the harmful, illegal materials nad to use the filtering systems which block such and similar contents. 
One of the first concrete services of help in prevention of the child pornography on the Internet is “Euroispa”, avaiable on the Internet since 1997. It has united the judicial services of Austria, Belgium, Finland, France, Ireland, Italy, Holland, Grmany, Spain and Great Britain. Each of the countries has arranged its website where users can find materials from which they can learn everything about the child pornography and learn what to do if they encounter it and where to turn at the local level. 
Today there are signs of more serious actions in the struggle against pedophilia on the Internet, especially in the USA where the problem is most serious. The systems are being tested and developed and they should be able to automatically erase the child pornography and other illegal material from the users’ pages. The program searches over 26.000 interest groups, searching for material which has already been reported by IWF (Internet Watch Foundation) and removes such materials and they cannot be put on the Internet again. 
B) Proposal of changes of the entity and Brcko District BiH Criminal codes, 
In all three Criminal codes in Bosnia and Herzegovina, instead of current articles 211 of the Criminal code of FBiH, article 208 of the Criminal code of Brcko District and articles 199, 200 of the Criminal code of RS, there should be only an identical article under the following name: 
“Using of a child or a minor for the purpose of pornography”.

(1) A person who records a child or a minor for the purpose of producing any kind of material of pornographic content, or in any other way produces a material of such content or note, or causes that a child or a minor participate in the pornographic shows, or forces them to participate in the pornographic shows, or in this way acquires profit or in any other way exploits a child or a minor for such purposes, 

shall be sentenced to prison for the period from 1 (one) to 10 (ten) years. 

 (2)

A person who offers or makes available, or distribute, or transfers, or acquires for oneself or another person, or possesses materials which contain child pornography, or deliberately makes access over computer and communication technologies to materials which contain the child pornography, or in any other way makes available for someone else the materials of such content, or deliberately attends the shows which include the participation of children, 
shall be sentenced to prison for the period from 1 (one) to 5 (five) years. 
(3)

The notion of child pornography in the sense of this provision means any representation, by any means, of a child or a minor included in the real or simulated explicit sexual activities or any representation of body parts of a child or a minority which can provoke the sexual excitement, as well as the pornographic material which visually shows the person who looks like a minor who participates in the sexually explicit behavior. 
(4)

The objects that were intended or used for committing the criminal acts from paragraphs 1 and 2 of this article shall be deprived, and the objects that appeared by the committing of the criminal act from paragraphs 1 and 2 of this article shall be destroyed. 

Sanctions
Argumentation:  

A. Paragraph 1 represents committed actions: producing the child pornography, organization of shows of pornographic content, forcing a child or a minor on these shows, acquiring property by these shows and generally a direct attack on a child or a minor – that is why the proposed sentence is up to 10 years of prison – for it represents the higher degree of endangering the protected well-being. 
Paragraph 2 regards the traffic, sale, distribution of already made material and that is why the sentence is gentler, i.e. up to 5 years, for it represents a relatively lower degree of endangering the protected well-being of children and minors. 
B. Definition of “child pornography” is partly taken from the Facultative protocol of the Convention of United Nations on children rights, selling the children, children prostitution and pornography, and partly from the Convention on cyber crime, while the committing actions are from the Council of Europe Convention on protection of children from sexual exploitation and sexual abuse (articles 20 and 21). This kind of formulation enables the widest possible protection and includes all possible situations and actions of this criminal act. 
C. The proposed change of laws would bring the harmonization into the Criminal codes in Bosnia and Herzegovina and in unified and uniform way provide criminal and legal protection to children and minors in whole BiH, not only from the aspect of prescribed actions of the committing the crime and definition “child pornography”, but also from the aspect of prescribed punishment. The equality of prescribing actions of committing the crime would enable better activity within BiH in the struggle against this criminal act, and therefore better mutual cooperation. 
D. In the end, since the current legal provisions prescribe different punishments, the equalizing of them as well as of the character of actions from the aspect of the suspect means establishing legal equality before the law in whole BiH. For intensifying the punishments we find support in the article 27, paragraph 1 of the Convention of Council of Europe on protection of children from sexual exploitation and sexual abuse. 
Second article should be the same in all Criminal codes of BiH under the following name: 
“Introducing a child or a minor to pornography”
(1) A person who sells, shows, or by public exhibition or in some other way makes available  to a child or a minor a material of pornographic content of any kind, or shows him/her a pornographic show, 
Shall be punished by financial fine or a prison sentence up to 3 (three) years. 
(2)

The objects from paragraph 1 of this article shall be deprived. 

These criminal acts must be separated because of the committing action and degree of endangering of the protected object (minor or child). In one part children and minors are directly exploited for pornography, and in other they are introduced to the existence of the pornographic content. 
As far as the action “unauthorized taking photographs” is concerned from the article 189, paragraph 3 of the Criminal code of FBiH, and criminal act “unauthorized optical recording”, from the article 186, paragraph 3, of the Criminal code of Brcko District BiH, where the criminal recording of children and minors is for the purpose of making material of pornographic content, the criminal act “exploitation of children and minors for the purpose of pornography” is lex specialis in comparison to the previous two criminal acts in both Criminal codes and it is about the same criminality, and it is absolutely unnecessary to have paragraph 3 in both articles of both Criminal codes. Therefore, they should be erased because they may create confusion. 
Recommendation 2
To supplement and harmonize the Laws on criminal proceedings of Bosnia and Herzegovina 
A) To supplement the Law on criminal proceedings of BiH concerning the determining the special measures for specialist investigations on the Internet networks and provisions on cooperation with Internet providers in BiH. To define the character and content of evidence connected to the specific properties of cyber space (computers and other electro-communicational systems and softwares.) 
B) To change the Law on criminal proceedings of entities and Brcko District BiH 
These changes should consider the initiatives that in the article 84, paragraph 5 of the Law on criminal proceedings of Brcko District BiH, article 98, paragraph 5 of the Law on criminal proceedings of FBiH and article 148, paragraph 5 of the Law on criminal proceedings of RS, after the words “in other way” there should be added “and in the case when the witness is a child or a minor, in any case he/she shall be given a lawyer as a counselor”. 
This would enable complete protection and legal and professional support to the witness – a victim who is a child or a minor. 
Recommendation 3
To increase the length of prescribed prison sentences in laws
By increasing the sentences and harmonizing the Law on criminal proceedings of FBiH, RS and Brcko Disrict BiH, with change of the Law on criminal proceedings of BiH, article 117, paragraph 1, item d), it would be possible to use a special investigative actions. Therefore it is necessary to harmonize the article 131 of the Law on criminal proceedings of FBiH,  article 227, paragraph 1, item g) of the Law on criminal proceedings of RS and article 117 of the Law on criminal proceedings of Brcko District BiH. 
Recommendation 4
To regulate the procedure and conduct with objects that are intended and used and resulted by the committing of the criminal act of introducing a child or a minor to pornography and exploitation of a child or a minor for the purpose of pornography. 
Suggestion for improvement: 
1. The court which decided on the destroying of the objects made by this criminal act should be authorized for destroying, and in the case of the concrete criminal acts it is about the basic authority of Municipal courts in Bosnia and Herzegovina. 
2. Having in mind this (in item 1) and the fact that in FBiH there is a federal law and 10 cantonal laws on execution of criminal sanctions, the new article should be added into the Law on execution of criminal sanctions of the cantons, and as an example we shall use the Law on execution of criminal sanctions of Sarajevo Canton. 
3. In this law, in Section C, article 18 – depriving of objects, there should be suggested article 18-a whish should state the following: 
(1)

The objects that should be destroyed in accordance with article 18, paragraph 1, shall be destroyed immediately after the verdict enters force. 
(2)

The destroying of the objects shall be done by commission of three members which shall be formed by the executive organ of the court which decided on the security measure. The commission shall consist of representative of the executive organ of the court, representative of Cantonal Ministry of Inner Affairs and one more representative depending on the kind of objects. 
Note: If it is about the child pornography, there should perhaps be Social services center representative if there are no parents or guardians present at destroying of the material. 
(3)

The destruction of the objects shall be done in a way that the objects made by the criminal act or objects that are objects for committing the criminal act are completely destroyed in accordance with the Law on environment protection. 
Note: it is very important that this provisions regulate the destruction and not only of the objects made by criminal act and using only for this concrete criminal act, but also other criminal acts. 
(4)

The destruction itself shall be carried out by the competent Cantonal Ministry of Inner Affairs as a bearer of this obligation. 
(5)

The commission shall make a record on the execution of the decision on destroying after the destruction is done. The record shall be signed by all members of the commission. 
(6)

The record is delivered to the court into the file where the destruction was ordered. 
4. In RS, suggestion is to introduce article 234-a into the Law on execution of criminal sanctions of RS. The article 234-a would be the same as previously recommended for Cantonal Law on execution of criminal sanctions. 
5. In Brcko District, the Law on execution of criminal sanctions should contain the same text as previously mentioned, within the article 60-a. 
Analyses of the existing regulations that prescribe the execution of court decisions made according to articles 199, paragraph 2 and article 200, paragraph  6 of the Criminal code of RS, article 211 paragraph 2 and article 212 paragraph 2 of the Criminal code of FBiH and article 208 paragraph 2 and article 209 paragraph 2 of the Criminal code of Brcko District BiH, and concern the deprivation and destruction of objects produced by committing of these criminal acts.  

In Bosnia and Herzegovina there are: 
1. Law on execution of criminal sanctions of FBiH, 
2. Law on execution of criminal sanctions, detention and other measures of BiH, 
3. Law on execution of criminal sanctions of RS, 
4. Law on execution of criminal sanctions of Brcko District BiH, 

5. Each canton in Federation has its law on execution of criminal sanctions in canton. 
None of the mentioned laws regulates the method of destruction of the objects produced or used for criminal act and therefore all the criminal acts we mentioned in the previous part. 
Recommendation 5
Urgent starting of the procedure for signing and ratification of the Convention of the Council of Europe on protection of children from sexual exploitation and sexual abuse 
This Convention can be directly applied for everything that is not regulated in BiH laws and would solve the problems concerning the article 33 – protection or article 34, paragraph 2 – uncertainty of the victim’s age. 
Recommendation 6
It is necessary to, within the police, establish special units for cyber crime and consider establishing the department which already exists within the State investigation and protection agency of BiH. The department should be technically and materially equipped after the model of Department of struggle against the child pornography at post office police in Italy.  

Elements for creating the Italian model are contained in Supplement 1 – summary.  

Recommendation 6 

The specialization of judges and prosecutors should be recommended for this kind of criminal acts, and in bigger prosecutor’s offices and courts it would be desirable to form special departments for this kind of criminal acts and similar criminal acts against the personal integrity. 
Recommendation 7
To define the measures of prevention for the struggle against the child pornography. 
1. To permanently sensitize the experts and the public about the issues of sexual abuse of children and pedophilia. 
2. To develop the preventive programs for children and parents in order to ensure the careless and healthy growing up. 
3. To start a process of exchange of the experiences, opinions and protocols of conduct between the services and state institutions – their networking for the purpose of as good as possible protection of a child. 
4. To initiate the financing the good and specific research as a base for development of activities on prevention of the children abuse, directed towards children and adults; to examine the quality of existing legal and institutional frames (e.g. sufficient number of experts, sufficient treatment of children-victims and perpetrators etc.) in order to prevent recidivism. 
5. To define the system for treatment of perpetrators of the crime and victims and establish the necessary and separate institutional capacities. 
6. To initiate programs and campaigns for parents and educate them about using the new technologies, where corrective and educational institutions should have the important role. 
7. To establish a data base of the effectively convicted persons – pedophiles. 
8. To encourage the NGOs to include into the organized struggle and campaign against the child pornography. 
USED TERMS:
Notion of cybernetics appeared in 1948 (Wiener), according to the Greek noun for helmsman, as a description of the new science that unites the communication theory and management theory. This notion was used for a range of new notions that appeared in the 1980s such as cyber space (refers to the informational space where the data are formed in the way that gives the idea of control, transfer and access to information to the person who works with them, while he/she may be connected to the large number of users using the marionette like simulation that happens in the node of reverse coupling with a user, and virtual reality represents the ultimate spreading of that process); cyborg (cybernetic organism, hybrid of man and machine where the machine parts become substitutes); cyberpunk (name of genre in literature and films, and mainly refers to the opus built around the work of William Gibson and other writers who constructed the visions of the future cyberspace)….  
CYBER

We certainly think necessary to state that there has been a small terminological mess by the bad translation of Convention – English version Convention on Cybercrime. Cybernetics could be best defined as “systematic study of communication and management in organizations of all kinds” 6, and there are still no precise definitions for cyber but a Dictionary of foreign words states that cyber is a first element in words that refer to something describing the world of illusory reality which is made by computers. It is also pointed out that the word cyber still has not got the appropriate translation into Bosnian, Croatian and Serbian language. 
EXPLANATION OF THE USE OF TERM "CYBER"
We support the opinions that the term “kiberneticki criminal” is a bad translation. And since our term “racunarski kriminal” does not include all forms of socially unacceptable behavior regulated by the Convention (according to the Convention, the computer crimes make a group that includes computer falsifying and computer fraud), we think that this group of criminal acts should be called cyber-crime or in other words cyber-criminal acts.  
The term cybernetics should be left where it belongs – as a name for the science on management and connection, which is a part of so-called system sciences. It should be emphasized that the notion of cyber-criminal acts should include only the criminal acts where the use of computers and computer network is important for the essence of the criminal act, and not all crimes where in some way the computer is used as a mean of committing the crime with standard periphery equipment. For example the criminal act of counterfeiting of money is not a computer criminal act regardless of the fact whether the perpetrator used a computer. The essence of the criminal act is making of the counterfeit money or turning the real money for the purpose of putting it into the circulation, and the computer (including the scanner and printer) appears only as a technical mean for easier committing of the criminal act. 
RECIDIVISM – repeating of some misdemeanor – criminal act
LITERATURE:
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SUPPLEMENT
Post office police 
National center against the online pedophilia 
National center against the online pedophilia carries out the investigative and operational activities. One of the main activities or method of work is to concentrate into the structure the activities at the national and international level, the level where the acts should be prevented. This office is a supreme office of the structure which consists of the regional offices in all big cities of Italy, and the people who directly establish and investigate the criminal acts on the Internet work in these offices. This police have made a progress during its work and we exist since 1998 and our work has shown some operative results and the method of works and the results have been accepted in other countries, too. The national center is a young center and it was opened in February of this year. It was established according to the law that was adopted in the spring of 2006. The national center deals with four different issues. It primarily coordinates the local offices which exist all over Italy and which work on prevention of prevention of producing and distribution of the child pornography. It also collects all the information about illegal content on the Internet from the various sources, from the various police agencies, institutions and public organizations and individuals to associations of the Internet providers. As soon as we collect these data, we verify the obtained information and if it is confirmed that it is really about the illegal content, we make a black list of such websites and deliver the information about hosting of these domains to the Internet providers which can further prevent the Internet users to access the IP addresses. The last but not the least thing is that we try to develop technologies and technique on order to analyze and study the pictures, photographs and videos and audio materials, so that we can identify the victims and perpetrators of the criminal acts. The sector of our work is a very sensitive sector and primary victims are children and it includes the worst kinds of violence on children and that is why the role of psychologist is very important. In order to have a good investigation and efficient prevention of these criminal acts, we have to cooperate with various kinds of professions, especially with the people who work on investigations and with psychologists. Apart from our associates, for prevention it is important to have a support of Associations of NGOs and volunteers who are the victims of the civil society who really wants to work on the prevention of this kind of criminality. Our method of work is in fact a new method, and when we started 10 years ago, the cooperation and commitment to volunteers and NGOs were very important to us.            
Italy is divided into the regions and provinces, within the regions we have regional offices, and within the provinces we have our units. We have got around 2000 people who work with us. The child pornography is in our domain because the safety in networks and domains is in the competence of our police. The first law which considers the committing the crimes on the Internet was adopted in 1998. In 2006, the new law regulated the establishing of the National center for the struggle against the child pornography and this law supplemented the previous Criminal code. Our work is based on the international cooperation. Of course, the Internet as such, has no limits and we must not be limited with physical barriers in the struggle against these criminal acts. Internet offers various services and possibilities and our task is to investigate them all and focus our knowledge during the investigations on the methods of committing these criminal acts. We investigate the technical methods of work and putting these photographs as well as the methods of happening of the criminal act, but we also investigate the different motivations and backgrounds of the children who become the victims of child pornography. There is always one part referring to the comparison and finding and the other part is connected to prevention. The thing that has helped us and has given results in investigations is primarily the possibility to use the undercover agents, and with time the ways and methods of interception of communication on the Internet have also improved. We have also got the list of laws regulating this area, and precisely the law 269 in its article 14 mentions and gives possibility of using the undercover agents. In our work we are never provocative; the undercover agents never provoke a perpetrator. We work according to the court order. This article 14 established a history and method of work of our department and is a basis for our work. Our personnel are mainly police officers, and with development there came psychologists and engineers. At the beginning we had police officers with knowledge, but later our team is developing into the well-structured organization, because it was necessary to unite the knowledge of technology and the rule of law. As far as the cooperation and competence of courts is concerned, this has been an additional evolution of law and legal state. Our work has turned into the work of professionals from different fields, and then work with technological support, so the case is given to the court is clear from all sides.                     
Everything starts with the monitoring of the web and collecting information (law 38). The law transfers the concrete situation of Italy because we receive the information from citizens, the NGOs and Internet providers. The law 38 supposes obtaining the information from the citizens of all organizations with which we have a good cooperation when we talk about making of the black list. The innovation of this law imposes to all police organizations an obligation to give use the information on all websites that they encounter during their investigations and they contain the child pornography. This law establishes the organ for the protection of children and the young within the office of the Prime Minister. Another important instrument of this law is possibility to exchange the information between our Center and Central bank of Italy and that is something we call the National bureau for exchange where the information on illegal expenses over the Internet are exchanged at the central level.                                           
In Naples, we have got a French device called Image Seeker (ELTU software). This equipment is connected to our Center and Interpol in Rome. Although we monitor website 24 hours a day we have noticed that the websites are of short duration and in a few days they can change their content and location. According to this surveillance we can see the way of using and what is on the web in order to direct our efforts and investigations in the right directions. 
Day after day we forward the black lists to our IT technicians via the protected channel in order to enable them filter these pages for users. When we talk about the filtration and making the black list, we talk about the system which was defined by the European Union as a system for safety of surfing. When a user accesses a page, we cannot say whether it is intentional or not. At the level of European Union we have got a page which is called STOP PAGE. This page is there to warn the users that the state police has banned the access or cu the access to the certain page, because it often happens that someone tries to access these pages without knowledge what content he/she can find on them. 

M.I.M.A.

M.I.M.A. program consists of 6 key steps. The first step pre-analyses the place for surveillance of web content. In this phase we make a map of outgoing data. When we have data, we do a classification of the digital units that we have at our disposal. Then we make working copies of these materials and working unit. Now the materials or photographs are divided into 4 working units, then the photogrammetric techniques are applied on all working units. When we divide the working units, then everyone for oneself makes analyses of the working unit. The analyses are made in 3 ways: on paper, digitally and by magnifying glass. Then each of the investigators who worked on the analyses makes a report which is a base for collecting evidence. After that there is an exchange of information between working units. All investigators gather and exchange and exchange what they have found and make assumptions about the case itself. Then the list of investigation cues is made and the traces are entered into the data base. The data base is in Naples. We need the help of experts who are secured by SCI (Save the children Italy). After the end of process we get a feedback. We actually look for the verification of what we have found; we look for the additional information in order to find the location of the page itself. We try to make identification on the bases of evidence that we focused on during the analyses. Then we make connections on the base of what we have found on the Internet and on the base of evidence we have previously established during the investigation. We start controlling the locations with photographs and make a graphic analysis of the other data bases. We have also got documentation which is consists of photographs of subjects that we have identified, and the base represent digital materials we have previously analyzed. Then we inform the court and request the continuation of activities, i.e. request launching of an action. The orders issued by the court authorities are executed. We give all materials to the court. We interrogate the witnesses. Similarly, with the presence of a psychologist we shall make a hearing of the children – victims. The Center takes the materials that were confiscated and compares the photographs with their data base, and the information are sent to the terrain offices. The investigation starts here in the Center, and the continuation of the investigation is carried out in the field investigation departments on the bases of data that we obtain here and each action is coordinated from her. This kind of operative work is in experimental phase and it shows good results and as soon as it is verified we are going to spread it on all investigation departments in the country.                       
The work with experts does not include the people from the police and we never secure the complete materials for the experts. They get either audio or video material for analysis. We will show them the complete material only in the most necessary cases. For this, we have to ask the court for permission. In that case, the expert is included in investigation at the court order. We work with the ministry of public education and we have established that most schools make identification cards of the children (name, photo) and we use them. Over the Ministry of public education we request from schools making of the identification of our photograph with the photographs of the children attending the school. 
GROVE PROGRAM

Groove is a platform for exchange any kind of documents and within this software you can find the space for work, interactive chat, forum and calendar. There is a module for users which is called the Infopad Microsoft. The characteristic of this software is that when we put any kind of file in our space of work it is automatically coded. Therefore it is not necessary to have a protected network. Every communication between the users is also coded. The keys for coding are symmetrical and asymmetrical. This is used for the exchange of information with field offices. This kind of exchange is used by Interpol and Europol. The only we of accessing this area is when someone calls you. This is free software for forensic analyses. Although complete European police public uses Enkeys for exchange of data, we use both of them, Grove and Helix. Most of the work we do goes over the border and the transfer of information is important. The meetings of working groups are important in order to use the same methods of communication. One such instrument is Grove. 
CETS – is a system for monitoring the exploitation of children which is donated to us by the Microsoft. Bill Gates created this system used by the investigators. It contains our analyses in digital form. We have used CETS for three years and it contains all investigations connected to the child pornography in Italy. Every investigator can enter all the information that he/she obtains into this program, all data are mutually connected so all information is connected to the investigation carried out by some other colleague on a different location. This is a very useful system, it prevent colleagues to work on the same things because they can connect all the data through the program. 
We put the pages on the black list according to the information from the citizens, but mostly from agents that work in the field offices and make 24 hours surveillance. There is a project that includes the exchange of information between various European countries. When we find the website, we must, after we identify it, send the report to the prosecutor. According to the law from 2006, we inform them that this page has been put on the black list, and then this office checks the information that we receive from the field offices, and according to this we enter the addresses and the websites on the black list. The websites are physically saved on the server that the providers can access on the basis of permission. When it is legally done, the Internet provider has six hours to ban access to this page. This law enables us to return the material that has no character of the child pornography. 
STOP page is evidence that we work in cooperation with other international organizations (green field are pages in Italy, pink pages that can still be accessed, yellow – with a special surveillance). If a page becomes legal, i.e. it has a legal content, it can be withdrawn from the black list but before it is put on the black list, the whole content of the page is checked and whether all illegal content has been removed.  All data are put on the black list: manager of the page, origin, system of payment, users, IP addresses… In home page of CETS we enter all data processed by the field offices. When a page becomes legal and you do not remember the content of the page, in CETS you have got all data and photographs that the page used to contain. 
- Criminal analyses of the area –

They are consisted of 4 psychologists, 2 technicians and 2 assistants. 
There are many possibilities for the psychologist intervention in the area of child pornography. It primarily concerns the support to the investigators who constantly work on monitoring of the various websites or on the field. As far as the prevention is concerned, we try to inform the children about the dangers and correct use of the Internet, especially when we talk about chat rooms and mobile phones; we work in schools, not alone but in cooperation with local police and municipalities. 
When we talk about pedophiles, we talk about three different categories. The first group is young, age 24-35 and they enter the chat rooms and talk to the children as the persons of the same age, they establish a good relationship with children because they have a sentimental approach and the most frequent topic of conversation is sex. They usually live with their parents and do not have contact with the opposite sex. The second category includes men from 35-45 of age, they also use the chat rooms but they have tricks how to approach the children in various surroundings. The third category includes the age 45-60 and they are the experts. They make the websites in order to make a contact with other pedophiles and even sell materials. When they come to a child they even go to the point when they produce such material. 
INTERPOL

The basic goal is exchange of information, technical and operative exchange so that all information coming to Interpol can be turned into the practical actions in accordance with domestic and international laws. The international cooperation which has become essential, is organized within the police is organized as service for international cooperation of police. The service is within the criminal department of the police. Our service was established in 2000 and includes 3 units: Interpol, Europol and Siren which works within the Shenzhen program. Italian Interpol is consisted of two parts. The first one acts against the criminal acts against people, the second one deals with the criminal acts against property. If we have certain photographs, traces for which we need a check in the data base, over our bureau we request from the headquarters in Lyon to make a comparison with similar investigations. We share it through our Grove system. If we receive the data or photographs, we send them to the Interpol which further sends them to the data base of the central office. In this way all our colleagues that work out can see whether an investigation has been launched and what has been done. When I have a photograph of a child and send it to the data base in Interpol, and they have got some more photographs of the same child, in that way I will, when I withdraw the information, I will have more data for further analyses. Grove is a system for forwarding the information and that is our system which is efficient, but is not an official channel of use. 
EUROPOL

It was established in 1992. In our headquarters we have liaison officers. Europol is connected to the territorial space but can have agreements that can be operative or strategic with third countries. Activities of the Europol are exchange of information about the organized crime that includes two or more member countries. The important characteristic of Europol is that in headquarters there are 27 liaison officers, and they all work in one office. It is a safe environment, all information are protected. We use the protected telephone and Internet. We can guarantee that we will solve all the urgent cases within the period of 24 hours. Such a request is often submitted over the phone and is later documented.        
Save the Children Italy
Our mission is to struggle for the children rights and improve them accordingly. Our target group is endangered children. When we work on the project such as the protection of children from the child pornography, it is our main goal. We do not only work on the struggle against the illegal content on the Internet but also on the raise of consciousness. We think that the hot lines are good way of struggle against the illegal content on the Internet. The hot line is not only the telephone service, it is a service provided over the Internet. 
I will first say something about our hot line and about the international network of hot lines. Our hot line was established in 2000 thanks to the funds of the European Union. The project is called EAST – easy to stop it, and it is a program that unites the two projects. One of them is EASY, and the other one is STOP it. On one hand, STOP it is established on prevention of the illegal content on the Internet and within that project is the hot line. The EASY project is more established on the campaigns of raising consciousness. In Italy, this project is realized in the cooperation with Consumers’ Association, members, over 70.000 of them. 
www.stop-it.org (hotline) – a place for reporting the material on the Internet, and through this page we receive the reports. If you see a photograph containing the child pornography, you can inform us over this page. We do not have right to analyze the report, we forward it to the Post office police, and they make further analyses. We must not search the web for such content, we just receive reports. The international network is www.inhope.org and is consisted of 28 countries.                       
Important issue for Save the Children is identification of victims. The identification of victims is necessary in order to secure the appropriate protection for the children. We do not have enough abilities to identify victims. That is why we work in cooperation with Post office police. It means that we focus on three different phases: 
Phase I is finding the content over the reports or children or third persons. 
Phase II is identification for which it is important to have professional personnel who works on it. 
Phase III is selection of experts, establishing the cooperation between experts. It is not easy to find competent experts of different profiles. Together with police we try to make a data base of experts who will work voluntarily. Some of them can be experts in identification of different environments, some can be experts in identification of trees, leaves etc. we have got experts that can focus only on a child, for example where it comes from.

Raising of Consciousness 
The main targets are the young, schools and parents, but it is necessary to work with ICT, media, institutions, local authorities and civil society. 

T6 is a program which was started last year in cooperation with the Ministry of Communication and is used for the safe Internet. Last year we organized a day for the safe Internet and it is a day financed by the EU. We also have guides that we made together with the industry and it is for the parents and is for the use of mobile phones. Besides, we have cooperation with media, concretely with Channel 3, and an example for it is www.trebisondo.rai.it . We also have cooperation with the civil society. We have an organization called movement for citizen’s protection and we organize a tour with them. We had 10 weeks for the safe Internet and passed through various cities. We have worked with the young, schools and parents, and we have organized activities on the use of Internet. We also make a bulletin about our activities. We have cooperation with other industries and at the fair we organized a seminar on the new technologies. We work in cooperation with universities and we work on various research, we make profiles on the young people who use the Internet. Generally, these are our activities. 
TELEFONO AZZURO
 Main and first activity of this organization is a telephone line for help. There are two such lines, one of them for children, and the other one for adults and it represents the counseling line. The line has been active for 21 years and in the last seven years we have also got the emergency line which was established by the Ministry, and it is run by the Telefono azzuro. We receive calls and then activate all the necessary services. Telefono azzuro is connected to the European networks and it is a telephone line which is used all over Italy nonstop and it is used for reports of missing children, victims etc. this line can be used as signalization if someone sees a missing child. The number is 114. We have also got a website which is called hot 114 and is used for child pornography on the Internet. The most frequent calls on the line 114 are calls for the children begging in the streets. Telefono azzuro is present in 8 regions of the country and has 54 offices. 

We have got two kinds of services that we provide: psycho-social and legal help. Two layers provide legal help in cases of violence. Psychiatrist and neuropsychiatrist run this service. Here the state of a child or parents is estimated and the therapy is prescribed. Everything is supposed to protect a child, all material recorded on the hearing cannot be used and not everyone has access to it. Everything that is recorded is collected by the police, if it is a case where the police are included, and it is used as evidence. If the case is reported to the police, they bring the child for the hearing here. 
� Bosnia and Herzegovina  signed on February 9, 2005  and ratified on May 19, 2006 Council of Europe Convention on Cybercrome and the same entered into force on September 1, 2006.  


� It is applied on the basis of Decision on Ratification of the Protocol to Prevent, Suppress and Punish Trafficikng in Persons, especialy Women and Children, which supplements the UN Convention against Transnational Organized Crime  («Official gazette BiH- International contracts No. 3/02) 


�Signed by BiH in 2005 and ratified in 2007. 


� European Convention on Extradition, ratifed on May 14, 2005 and published in the Official Gazette , International Contracts No, 4/05.  


� Second Additional Protocol ratified on May 14, 2005 and published in the Official Gazette , International Contracts No, 4/05.    


� Law on Protection of Witnesses Under Threat and Vulnerable Witnesses ("Official Gazette BiH" No. 3/03)


�Zakon Law on Protection of Witnesses Under Threat and Vulnerable Witnesses («Official Gazette F BiH» No. 36/03), Law on Protection of Witnesses in Criminal Proceedings RS (Official Gazette RS», No. 48/03), Law on Protection of Witnesses Under Threat and Vulnerable Witnesses (Official Gazette BD BiH», No. ------/03)


� The laws on criminal proceedings in BiH have not clerly determined the procedure of determining the operative goal and tactics of investigation since it is practically impossible and having in mind the fact that every case of investigation is specific and therefore requires a specific and appropriate approach. However, these laws prescribe that the prosecutor shall, when there is a reasonable doubt of criminal act, order carrying out an investigation. The Order for carrying out the investigation contains the data about the perpetrator of the criminal act if they are known, the description of criminal act, legfal name of criminal act, the circumstances that prove the reasonable doubt for carrying out an investigation and existing evidence. In the Order, the prosecutor shall state what circumstances should be investigated and what investigative actions should be carried out (article 216 of the Law on criminal proceedings of Bosnia and Herzegovina). 





